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Onpenenenus

B HacTosimeM JOKyMEHTE HCIOIb3YIOTCS CIEAYIONINE TEPMUHBI U UX ONPEICIICHUS.

ABTOMATHU3MPOBAHHASI CHCTEMAa — CHCTEMa, COCTOSIAs W3 TepcoHalla U KOMIUIeKca
CPEICTB aBTOMATHU3aIlUM €r0 NEATEIbHOCTH, peau3yrolias HH(OOPMAIMOHHYIO TEXHOJIOTHIO
BBITMIOJTHEHHS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTH(UKAIUS OTNPABUTENS JAHHBIX — TOATBEPKIACHHE TOTrO, YTO OTIPABUTENb
MOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHoCcTh MEPCOHATBHBIX [JAHHBIX — COCTOSHHE 3alllUIIEHHOCTH MEPCOHATBHBIX
JMAHHBIX, XapaKTepu3yemMoe CHOCOOHOCTHIO  TOJb30BaTENEl, TEXHUYECKUX CPEICTB U
WH(GOPMAITMOHHBIX TEXHOJIOTUN 00ecrednTh KOH(DUIEHIIMATBHOCTD, IIEJIOCTHOCTD U JIOCTYITHOCTD
NEPCOHANBHBIX JaHHBIX MPH HX 00paboTke B HMH(OPMAIMOHHBIX CHCTEMax MEePCOHAIbHBIX
TAHHBIX.

buomerpuueckne mnepcoHadbHble [aHHbIE — CBEACHUSA, KOTOpPbIE XapaKTEpU3yIOT
dusnonornueckue OCOOCHHOCTH 4YeJIOBEKa W Ha OCHOBE KOTOPHIX MOKHO YCTaHOBUTH €r0
JUYHOCTh U KOTOPBIE UCHOJB3YIOTCA AJIMHHHUCTpAIMEH ISl YCTAaHOBJICHHS IMYHOCTH CYyObEKTa
MEPCOHAIBHBIX JAHHBIX, MOTYT 00pa0aThIBAThCS TOJIBKO MPU HAMYUH COTJIACHS B TUCHMEHHON
dbopme CyOBeKTa MepCcOHATBHBIX NaHHBIX (BKIOuas (ororpaduu, oTmeyaTku mayblieB, oOpa3
CETYATKH TJ1a3a, 0COOCHHOCTU CTPOCHHUSI TeJla U JPYTYIO 0I00HYI0 HHPOPMAITHIO).

bioknpoBaHne mNepCcOHANBHBIX [JAaHHBIX — BpPEMEHHOE NpeKpalieHue o00paboTku
MEPCOHANBHBIX JAHHBIX (32 HCKIIOUEHUEM CllydaeB, eciu o00paboTka HeoOxomuma s
YTOYHEHHMSI IEPCOHAIBHBIX JIaHHBIX).

Bupyc (KOMNbIOTEpPHBIH, NPOrPAMMHBIN) — HCIOJHAEMbI NPOrpaMMHBIA KOJ WIH
WHTEPIPETUPYEMbIi HAOOp MHCTPYKIMH, OO0NaNalomuidi CBOMCTBAMH HECAaHKIIMOHUPOBAHHOTO
pacnpocTpaHeHus B camoBocnpousBeaeHus. Co3qaHHble JyOIUKAaThl KOMIBIOTEPHOTO BHpYyca HE
BCErja COBIAJAIOT C OPUTMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JajbHeHiemy
pacmpoCTpaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHasi mporpamMma — @porpamma, IpeJHa3HayeHHas MJi1  OCYILIECTBIICHUS
HECAHKIIMOHUPOBAHHOTO JOCTYMA U (WJIM) BO3JCHCTBUS HAa MEPCOHABHBIC TaHHBIC WK PECYPCHI
MH(GOPMAIIIOHHOW CUCTEMBI IEPCOHATBHBIX JaHHBIX.

Bcnomorare/ibHble TeXHHYECKHE CPEICTBA M CHCTEMbI — TEXHUYECKHE CpPEICTBA H
CHCTEMBI, HE TpeJHa3HauYeHHbIE JJIS Tepeaadn, oOpaboTKU M XpaHEHUs! MEePCOHAIBHBIX JaHHbIX,
YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEICTBAMHU W CUCTEMaMH, MpeIHA3HAUYCHHBIMU
JUisi  00pabOTKH TEpPCOHANbHBIX JIAHHBIX WM B TIOMEIIEHUS X, B KOTOPBIX YCTaHOBJIEHBI
HH()OPMAITMOHHBIE CHCTEMBI TIEPCOHATBHBIX TAHHBIX.

JocTtyn B onepanuoHHy10 cpeny KoMibloTepa (MHGOPMALMOHHOM CHCTEMbI MEPCOHATBHBIX
JAHHBIX) — MTOJTYYCHUE BO3MOXKHOCTH 3aITyCKa HA BHIMTOJTHEHHE IITATHBIX KOMaH]I, (PyHKIMIA, poreyp
OTIEPAIMOHHONW CHUCTEMBI (YHUYTOXKEHHSI, KOIMPOBAHMUS, TIEPEMEITICHUS U T.I1.), UCTIONHIEMBIX (haityioB
TPUKJIATHBIX [IPOrPAMM.

Joctyn k ungopManmm — BO3MOKHOCTb MOTy4eHusI HH(POPMAIUH 1 €€ UCTIOJIb30BAHMUS.

3ak1aiouHoe YCTPOMCTBO — BJIEMEHT CPEICTBA CheMa HMH(OpPMAIMH, CKPBITHO BHEAPSEMbIN
(3aKnmampiBacMblii WM BHOCHMBIA) B MECTa BO3MOKHOTO CheMa HH(popMammu (B TOM 4YHCIE B
OrpaXIeHne, KOHCTPYKIIMIO, 000pyI0BaHHE, TIPEAMETHI MHTEPhEpa, TPAHCTIOPTHBIE CPENICTBA, A TAKKE B
TEXHUYECKHE CPEJICTBA M CUCTEMBI 00pabOTKH MHGOPMAIIHH ).

Zaummaemass uHdopManus — WHPOPMAIMS, SBISIOMIACS MPEIMETOM COOCTBEHHOCTH U
MO/IeKaIasl 3alliTe B COOTBETCTBUM C TPeOOBAaHUSIMHU IMPABOBBIX JOKYMEHTOB WM TpeOOBAHMSMU,
YCTaHABIIMBAaGMBbIMU COOCTBEHHUKOM MH(OPMAITUH.

Nnentnduranmmsa — mpucBOeHHE CYObEKTaM M OOBEKTaM JIOCTyNa HieHTU(HKaTopa W (WN)
CpaBHEHHE NPEBSBIISIEMOTO UIICHTU(HUKATOPA C TIEPEIHEM TPUCBOSHHBIX UACHTU(DUKATOPOB.

NudopMaTUBHBI CHTHAJ — 3JIEKTPUYECKUE CUTHAIBL, aKyCTHYECKHE, DJICKTPOMArHUTHBIE W
Jpyrue (usnyeckre Mois, MO MapamMerpaM KOTOPhIX MOXET ObITh PacKpblTa KOH(HIACHIMATbHASL
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uHpopmarys (TlepcoHANIbHBIE JaHHbIe) 00padaTbiBaeMasi B MH(OPMAIIMOHHOW CHCTEME MEPCOHATTBHBIX
JTAHHBIX.

Nudopmanuonnasa cucrema mnepcoHanbHbIX JaHHBIX (MCIIJH) —COBOKYIHOCTb
cojepxamuxcsi B 06a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M 00ECIEUMBAIONIUX MX 00pabOTKy
WH(OPMAIIMOHHBIX TEXHOJIOTHUI M TEXHUYECKHUX CPECTB.

HNudopManmoHHble TEXHOJOTHH — TIPOIECCHI, METOJbl TOMCKA, COOpa, XpaHeHus, O0OpabOTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHsT MH(POPMALMK M CIIOCOOBI OCYIIECTBIICHUS! TaKUX MPOIECCOB M
METO/JIOB.

HNcnonb3oBaHue MNEPCOHAJIBHBIX [TAHHBIX — JACHCTBHUS (OMepanuu) ¢ TNEPCOHATbHBIMU
JAHHBIMHU, COBEpPILAEMbIE ONEPATOPOM B LENSIX MPUHATUS PEUICHUH WIM COBEpPUICHHS] HWHBIX
NeMCTBUH, TOPOXKIAIOMINX IOPUANYECKHE MTOCIEACTBUS B OTHOIICHUN CyOBEKTa MEePCOHATBHBIX
JAHHBIX WKW JPYTUX JIAI JUOO0 MHBIM 00pa30M 3aTparuBalolIdX IpaBa M CBOOOJBI CyOBEKTa
MEPCOHATBHBIX JaHHBIX WU APYTUX JIUII.

Hcrounuk yrpo3sl 6e30NMacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIA, MATEPUATIBHBIN OOBEKT WM
(r3rUecKoe sIBIEHNE, SIBISIOIINECS PHYMHON BOSHUKHOBEHHUS YTPO3bl 0€3011acCHOCTH UH(OPMAIIHH.

KonTposmpyemasi 30Ha — TpOCTPaHCTBO (TEPpUTOpHS, 30aHME, YacTh 3[aHWs, MOMEIIEHHE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJMpYeMOe IpeObIBaHHE MOCTOPOHHUX JIWIl, a TAKKEe TPAHCIIOPTHBIX,
TEXHUYECKUX M MHBIX MaTePUaATIbHBIX CPEJICTB.

KoHuaeHIMaIbHOCTh TEePCOHAIBHBIX JTAHHBIX — 00s3aTeNIbHOE I COOMIOZICHHST OTIEPaTopoM
WIM WHBIM TIOMYYMBLIMM JOCTYIl K TEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE HE JIOMYCKaTh WX
pacripocTpaHeHue 0e3 cornacks CyObeKTa NMEpPCOHABHBIX JAHHBIX WM HAJIWYMS HWHOTO 3aKOHHOTO
OCHOBaHMSL.

MeskceTeBOil 3KpaH — JIOKIbHOE (OAHOKOMIIOHEHTHOE) WM (DyHKIMOHATBHO-PACTIPEIETICHHOE
MporpaMMHOE  (IIPOrpaMMHO-AIMIAPaTHOE) CPEACTBO  (KOMIUIEKC), peaM3yrollee KOHTPOJb 32
uHpopMaIel, mocTynaromeil B HHPOPMALMOHHYIO CHCTEMY MEpPCOHANBHBIX JaHHBIX U (MJIN)
BBIXOIAIIEH W3 MHGOPMAITMOHHON CHCTEMBI.

Hapyumrenb 0e30MaCHOCTH TEPCOHAJIBHBIX JIAHHBIX — (U3MYECKOE JMILO, CIy4dailHO WiH
NpETHAMEPEHHO COBEpLIAIOIIEeE JCHCTBUS, CIEACTBHEM KOTOPBIX SBISIETCS HapylleHHe Oe30MacHOCTH
NIEPCOHANBHBIX JIAHHBIX MPH MX 00pabOTKe TEXHUYECKHMMH CPEICTBaMU B MH(OPMALIMOHHBIX CHCTEMaXx
MEPCOHATBHBIX TAHHBIX.

HeaBToMaTu3npoBaHHas 00padoTka  MEepPCOHAJBHBLIX  JaHHBIX —  00paboTka
MEPCOHAIBHBIX JaHHBIX, COJEPXKALIMXCS B MH(OPMALMOHHOW cHCTEME MEPCOHATbHBIX JaHHBIX
a100 M3BJICYCHHBIX M3 TAKOW CHUCTEMbI, CUUTAETCS OCYIIECTBICHHOW 0€3 HCIIOIb30BaHHA
CPEICTB aBTOMaTH3alMu (HEAaBTOMATU3HPOBAHHOMW), €CIM TaKue ICHCTBUS C MEpPCOHATbHBIMU
JMAaHHBIMU, KaK WCIOJb30BAaHUE, YTOYHEHHE, PACIPOCTPAHECHUE, YHUYTOKCHHE MEPCOHATBHBIX
JTaHHBIX B OTHOIICHHUH KaXKIOTO U3 CYOBEKTOB MEPCOHAIBHBIX JTAHHBIX, OCYIIECTBISAIOTCS MpPU
HETOCPEACTBEHHOM y4acTHUHU YeIOBeKa.

HenexnapupoBanHble  BO3MOKHOCTH — (GYHKIMOHATIbHBIE ~ BO3MOXKHOCTH ~ CPEZICTB
BBIUHCITUTENLHOM TEXHHUKH, HE OIMCAHHbIC MM HE COOTBETCTBYIOIE ONMCAHHBIM B JIOKyMEHTALIUH, TIPH
UCTIONB30BAaHUM  KOTOPBIX BO3MOXKHO — HApyIlleHWEe KOH(PUACHIMATbHOCTH, JOCTYITHOCTH WM
IIEJIOCTHOCTH 00pabaThIBacMOi HH(pOpMAIUH.

HecaHKIMOHMPOBAHHBIH 10CTYN (HECAHKIIMOHUPOBAHHbIE JIefiCTBHSI) — JIOCTYI K MH(POPMAITIN
WM JeicTBUS ¢ MH(pOpMAIMeH, HapyIIAoMe MpaBuiia pasrpaHUueHHs JOCTYNA ¢ MCHOIb30BaHUEM
HITaTHBIX CPEJICTB, IPEIOCTABIISIEMBbIX HHPOPMAIIMOHHBIMH CHUCTEMAaMH IEPCOHATBHBIX JTaHHBIX.

Hocurens undopmanuu — Qu3nueckoe IMIO0 WIM MaTepUaIbHBII OOBEKT, B TOM YHCIIE
bm3udeckoe mojie, B KOTOPOM HH(GOpMAIMs HAXOIUT CBOE OTPAKCHHE B BHJIC CHMBOJIOB, OOpasoB,
CHUTHAJIOB, TEXHWYECKUX DEIIEHWI W TPOLECCOB, KOJIMUECTBEHHBIX XapaKTEPUCTHUK (PU3HMUECKUX
BEJIMUHH.
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O06e31MuYnBaHUEe MEPCOHATBHBIX TaAHHBIX — JICWCTBUSA, B PE3yJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHO 0€3 MCIOJIb30BaHUSI JOMOJHUTENBHON HH(OPMALIUK ONPEEIUTh MPUHAIEKHOCTD
MEPCOHAITBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX TaHHBIX.

O0paboTka MepPCOHANILHBIX JAAHHBIX — JI000€ JNelcTBHE (Omepamus) WM COBOKYITHOCTb
nefcTBuil  (omepanuii), COBEpIIAEMbIX C HCIIOJIb30BAaHWEM CPEICTB aBTOMATW3alMM WM 0e3
UCIIOJIb30BaHMs TAKUX CPEJICTB C MEPCOHAIBLHBIMU JAHHBIMH, BKJTFOUasi cOOp, 3aIiCh, CUCTEMAaTH3aLIUIO,
HaKOIJICHUE, XpaHEeHUEe, YTOuHeHre (OOHOBJIEHHE, I3MEHEHHE), N3BIICUCHUE, HCTIONB30BAHNE, TIepeady
(pacnipocTpaHeHHe, TPEAOCTaBICHHE, JOCTYI), OOe3IMuMBaHWE, OJOKMpOBAHWE, YHaJCHUE,
YHUYTOXKEHHE MTePCOHATIHHBIX JaHHBIX.

OO0megocTynHble  TMepCOHAJbHbIE JaHHbIEe — [E€PCOHANbHbIE  JaHHbIE, JOCTYI
HEOTPAHMUYEHHOTO Kpyra JIUIl K KOTOPBIM NPEIOCTaBICH C COTIAchs CyOBEKTa MEepCOHATBHBIX
JaHHBIX WJIM HA KOTOPHIE B COOTBETCTBHM C (hefepajbHbIMU 3aKOHAMU HE PacIpOCTpaHsAeTCs
TpeboBaHuE COOMIOACHUS KOHPUICHIIMATHHOCTH.

Oneparop (nmepcoHAJBbHBIX JAHHBIX) — TOCYIAPCTBEHHBIN OpraH, MYHUIIMIIAIBHBIN Opras,
FOPUIIMYECKOE N (PU3MIECKOE JIMIIO, CAMOCTOATEILHO MM COBMECTHO C JIPYTUMH OpPraHHU3YIOIee U
(Mn) ocymIecTBIIsIONIeE 00PaOOTKY IMEePCOHATIPHBIX TAHHBIX, a TAKKE ONPEICIISIONINE 11T 00padOTKH
MEPCOHATIBHBIX JTAHHBIX, COCTaB IEPCOHABHBIX JIAHHBIX, MOIKANMX O00padoTKe, NEHCTBUS
(omeparmm), coBepIIaeMble C IEPCOHATLHBIMU JIAHHBIMHU.

Texnuuyeckue cpencrsa HH(OPMAINMOHHON CHUCTEMBbI NMEPCOHAIBHBIX JAHHBIX — CPEICTBA
BBIUUCITUTEIILHON TEXHUKU, MH(OPMAIIMOHHO-BBIUHMCIIUTEIbHBIE KOMITIEKCHI U CETH, CPECTBA U CUCTEMBI
nepeaur, npuemMa U oOpadotku IIJIH (cperctBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BE/ICHHS, TIEPETOBOPHBIE W TEJIEBU3MOHHBIE YCTPOWCTBA, CPEICTBA HW3TOTOBJICHMS,
TUPOKUPOBAHKS JOKYMEHTOB W JIPyrM€ TEXHHYECKUE CpelcTBa OOpabOTKU pedyeBO, TpaduuecKoi,
BUJICO- U OyKBEHHO-IM(pOBO WH(POpMaIWK), TPOrpaMMHBIE CPEICTBA (ONEpPAIMOHHBIC CHCTEMBI,
CHCTEMBI YIIpaBlieHHs 0a3amMy JaHHBIX W T.I.), CPEACTBA 3AlIUTHI MH(OPMALMM, MPUMEHSCMBIC B
MH()OPMAITMOHHBIX CHCTEMAX.

IlepexBaT (MHpoOpMaNUN) — HETIPABOMEPHOE MONTYYeHHE WH(POPMAIIUU C HCIIOIH30BAHHEM
TEXHUYECKOTO  CPEACTBA, OCYIIECTBISIONMIETO OOHAapy)KEHHWE, TMpueM ©  00paboTKy
WH(OPMATHUBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIE — Jt00as HH(OpMaus, OTHOCAMIAACS K NPSAMO WM KOCBEHHO
OTIpEICTICHHOMY WJIH OTIpeesiieMOMY (GU3NUYECKOMY JTUITY (CYOBEKTY MepCOHATBHBIX JTAHHBIX).

[To6ouHbIe 3JIeKTPOMATHUTHBIE M3JYYeHHS U HABOAKHU — DJIEKTPOMArHUTHbIE U3ITyYCHUS
TEXHUYECKUX CPEACTB OOpabOTKM 3alluinacMoi MH(OpMalMy, BO3HUKAIOUIME KaK MOO0YHOE
SBJICHUE M BBI3BAHHBIC AJIEKTPUYECKUMHU CHUTHATAMHU, AEHCTBYIOIIUMH B UX 3JIEKTPUUYECKUX U
MArHUTHBIX IIETISIX, & TaKKe JEKTPOMArHUTHBIE HABOJKHU 3TUX CHTHAIOB Ha TOKOMPOBOISIINE
JUHUU, KOHCTPYKIIMH U IIeTIH MTUTaHUSI.

[MoanTHKAa  «YUCTOTO  CTOJA» —  KOMIUIGKC  OPraHM3AIlMOHHBIX  MEPOIPHUSTHH,
KOHTPOJIMPYIOIINX OTCYTCTBUE 3alMChIBaHUS HAa OyMakKHbIE HOCHTENU KiIIoued U aTpuOyToB
noctyna (maposieii) U XpaHeHHs UX BOJIM3H 0ObEKTOB JOCTYIIA.

[Hoab3oBaTesb HMHGPOPMALMOHHOM CHCTEMbl MEPCOHAJBHBIX [JTaHHBIX —  JIMIO,
y4acTBymoIee B (QYHKIIMOHUPOBAHUN MH()OPMAIIMOHHONW CHCTEMBI TIEPCOHATBHBIX JAHHBIX WM
HCIIOJIB3YIONIEee PE3yNbTaThl €€ (QYHKIIMOHUPOBAHUS.

[IpaBuia pa3rpaHuyeHusi A0CTYNAa — COBOKYITHOCTh MPABUJI, PETTIAMEHTHUPYIOMINX IpaBa
JIOCTYTIa CYOBEKTOB JIOCTYyNa K 00bEKTaM J0CTyIIA.

IIporpamMHasi 3aKJiajiKka — KOJI MPOTPaMMbI, TTPETHAMEPEHHO BHECEHHBI B MPOrpaMMmy C
LENbI0 OCYIECTBUTh YTE€UKY, HM3MEHHTb, OJOKHPOBATH, YHUUYTOXKUTh HWH(GOPMALUIO WU
YHHUYTOXUTh W MOAU(DUIMPOBATH TpOrpaMMHOE oOecredueHre HHQPOPMAIIMOHHON CHCTEMBI
MIEPCOHAIIBHBIX TAHHBIX M (UJTK) OJIOKUPOBATH armapaTHbIC CPEACTBRA.
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IIporpamMmmHoe (MporpaMMHO-MaTeMaTH4ecKOe) BO3JeHCTBHE — HECAaHKLIMOHHUPOBAHHOE
BO3JICHCTBHE HAa PECYPCHl aBTOMATU3UPOBAHHOW HH(POPMAITMOHHOMN CHUCTEMBI, OCYIIIECTBIISIEMOE C
UCIIOJIb30BaHUEM BPETOHOCHBIX IIPOrpamMM.

PackpbiTHe NEpPCOHANBHBIX [JAaHHBIX — YMBIIUIEHHOE WJIH CllydailHOe HapylleHHe
KOH(UICHIIMATEHOCTY NIEPCOHABHBIX JTaHHBIX.

PacnpocTpaHenne mnepcoHAJbHBIX JAAHHBIX — JCHCTBUS, HamlpaBleHHbIE HAa PACKPBITHE
MEPCOHAIIbHBIX IAHHBIX HEONPEAEICHHOMY KPYTY JIHI]

Pecypc undgopMaliMOHHOMH CHUCTEMbI — HMEHOBAHHBIN 3JIEMEHT CHCTEMHOTO, MPHUKJIAIHOTO
WIY anmapaTHoro odecneueHus pyHKIIMOHUPOBAHMS WH(OPMAIIMOHHON CUCTEMBI.

CnenuanbHble KaTeropud MNePCOHANbHBIX [aHHBIX — TIEpPCOHAJIbHbIE  JaHHBIE,
KacalolllMeCcsl  PAacoBOM, HALMOHAIBHOM  NPUHAUIEKXHOCTH, IOJUTHYECKUX  B3IJISAOB,
pPeNMUruo3HBIX WK (UIOCOPCKUX YOEKIEHUH, COCTOSHHUS 3/I0pOBbS U HMHTHUMHON >KU3HHU
CyObeKTa epCOHAIbHBIX JAHHBIX.

CpencrBa BbIMHCIMTEILHOM TEXHUKH — COBOKYITHOCTD MPOrPaMMHBIX M TEXHUUECKHX 3JIEMEHTOB
crcteM 00pabOTKH TAHHBIX, CIIOCOOHBIX (PYHKIIMOHMPOBATh CAaMOCTOSITEILHO MM B COCTaBe APYTUX
CHUCTEM.

CyobexkT ngocryna (cy0beKT)— JHMLIO WIA IPOLECC, JEUCTBUS KOTOPOTO PErjaMEHTUPYIOTCS
IpaBUJIaMU pa3rpaHUYEHuUs JOCTYIIA.

TexHuyeckuii KaHAT yTe4kd WH(OPMALMHM — COBOKYITHOCTb HOCHTENS MH(pOpPMALMU (CpercTBa
00paboTKH), (pHU3MUECKON Cpelbl PacIpOCTpaHEeHHsT WH(POPMATUBHOTO CHTHATA U CPEACTB, KOTOPHIMH
noObIBaeTCs 3auuInaemMas HHQopMarus.

TpaHcrpanuyHasi nepeaaya NepcoOHAJbHBIX JAHHBIX — lepe/iada MEePCOHATBHBIX JaHHBIX
onepatopoMm uepe3 [ocynmapcrBeHHyro rpanuny Poccuiickoir ®enepauru oOprasHy BIIACTH
MHOCTPAaHHOTO TOCyIapcTBa, (U3MUECKOMY WM IOPUIUYECKOMY JIUIy HHOCTPaHHOIO
rocy/apcTBa.

VYrpo3bl 0e30MacHOCTH MEPCOHAJIBHBIX JIAHHBIX — COBOKYITHOCTh YCJIOBHM U (haKTOpOB,
CO3JAtOLIMX OIACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHUCIIE CIIy4aiHOIo, JOCTYNA K MEPCOHATBHBIM
JTAHHBIM, PE3YJBTATOM KOTOPOTrO MOMKET CTaTh YHUUTO)KEHUE, U3MEHEHHE, OJIOKUPOBaHKE, KOMPOBAHHE,
pacnpoCcTpaHeHHE MEPCOHATBHBIX JAHHBIX, a TAKAKE WHBIX HECAaHKIMOHMPOBAHHBIX JIEUCTBUM NpPH HX
00paboTKe B MH(DOPMAITMOHHOM CHCTEME MEePCOHATBHBIX TAHHBIX.

YHUYTOKEHHE TEePCOHAILHBIX NAHHBIX — JIEHCTBUS, B pPE3YJIbTaTe KOTOPHIX HEBO3MO)KHO
BOCCTaHOBUThH COJIEPYKAHHUE TEPCOHATBHBIX JIAHHBIX B HMH(OPMAIMOHHOM CHCTEME IEPCOHANIBHBIX
JAHHBIX WA B PE3YyJbTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepUalbHbIE HOCUTENU MEPCOHAIBHBIX
JTAHHBIX.

YTeuka (GammmaeMoil) MHGOPMAIMM 10 TEXHHYECKHMM KAaHAJIAM — HEKOHTPOJIMPYEMOE
pacnpoctpaneHre MH(OOPMAIK OT HOCHTES 3allUIiaeMoi HH(pOpMAITH Yepe3 (PU3HUYECKYIO Cpeay 10
TEXHUYECKOTO CPEZICTBA, OCYIIECTRIISIOIIETO epexBaT HH(pOpMaIiH.

Ya3BUMOCTB — C1a00CTh B CPEACTBAX 3aIIUTHI, KOTOPYIO MOYKHO HCIOJIB30BATh ULl HapyIICHUS
CHCTEMBI WM CoJiep Kaliieiicsl B Heil nH(opmarmu.

HenoctHocTh  uHGpOPMAMM —  CHOCOOHOCTH  CPEICTBA  BBIYMCIUTEIBHOW TEXHUKH WM
ABTOMATH3MPOBAHHOM CHCTEMBI OOECIeurBaTh HEM3MEHHOCTh MH(OPMAIMM B YCIOBHUSIX CITy4aifHOTO
W/WJIM TIPETHAMEPEHHOTO UCKKEHUS (pa3pyIeHus ).
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OBO3HAYEHUA U COKPAILIEHU A

ABC — QHTUBHMPYCHBIE CPEACTBA

APM — aBTOMAaTU3UPOBaHHOE paboyee MecTo

BTCC — BCIIOMOTaTEJIbHbIE TEXHUYECKUE CPEACTBA U CUCTEMBI
UCTIdu — nH(OpPMAIMOHHAS CUCTEMA MEPCOHATTBHBIX TAHHBIX
K3 — KOHTPOJIMpYeMasi 30Ha

JIBC — JIOKaJIbHAasl BBIYMCIIUTENbHAS CETh

MD — MEKCETEBOM dKpaH

HCJ — HECAHKIIMOHUPOBAHHBIN JOCTYII

OoC — OlepaloHHas cucrema

JUDI Iz — MEPCOHATTLHBIE TAHHBIE

IIMB — MPOrpaMMHO-MaTeMaTUYECKOE BO3/ICICTBUE

o — IIporpaMMHOE 0OecTrieueHHe

[IOMUH — MOOOYHBIE HEKTPOMATHUTHBIE H3ITyUCHHSI M HABOIKU
CA3 — CHCTEMa aHaJIN3a 3alllUILIEeHHOCTH

C31 — CpeCTBa 3aIUThl HHPOpPMaIuu

C3I11x — cucreMa (IOJCUCTEMA) 3aLUThl IEPCOHAIBHBIX JaHHBIX
COB — cuctemMa oOHapyKEeHUS! BTOP>KEHHH

TKYU — TEXHUUECKUE KaHAJIbI yTEUKH HH(OpMAIN

VBI1/In — Yrpo3bl 0E30MaCHOCTH TIEPCOHATHLHBIX TAHHBIX
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BBEJAEHUE

Hacrosimas Ilonutuka muHpopmanmonHoit 6e3onacHoctu (nanee Ilomurtuka) MBOVY «lu-
Buiibekast COIII Nely siBisieTcst opuIinaabHBIM TOKYMEHTOM.

[TonmuTHka pazpaboTaHa B COOTBETCTBHHU ¢ TpeOoBaHUsAMH DenepanbHOro 3aKoHa OT 27 U0
2006 1. No 152-@3 «O nepcoHalbHBIX JaHHBIX» U MocTaHoBieHUs [IpaButenscTBa Poccuiickoit
Oeneparunn ot 1HosIOpst 2012 1. Ne 1119 «OO6 yrBepxkneHun TpeOOBaHUN K 3aluTe
NEPCOHAIBHBIX JaHHBIX MPH HUX 00paboTke B MHGOPMAIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX
JAHHBIX», HA OCHOBAHHH:

- «Pexomennamnuii mo obecrnedeHno 6€30MacHOCTH MEPCOHANIBHBIX JAaHHBIX MIPH UX 00padboT-
K€ B MHPOPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JTaHHBIX», YTBEPKICHHBIX 3aMECTUTEIEM JIH-
pexropa ®CTIK Poccun ot 15.02.2008 1.,

- «TunoBeIX TpeOOBaHUM MO OpraHuW3aluud U obOecredeHH0 (YHKIMOHUPOBaHUsS IH(po-
BaJIbHBIX (KpUNITOTpaQUUECKUX) CPEACTB, MPeIHA3HAYCHHBIX [UISl 3aIUTHI HH(OpMAIIUU, HE CO-
JeprKallel CBeIeHUH, COCTABIISIIOIINX TOCYJapCTBEHHYIO TalfHy B cly4yae U3 UCIOJb30BaHUS IS
oOecrieyeHns 0€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX MpU MX 00paboTke B MH(OPMAIMOHHBIX
CHUCTeMax MEpPCOHAIBHBIX JAHHBIX», YTBEPKACHHBbIX pykoBoAcTBOM 8 llentpa ®Cb Poccum
21.02.2008 r. Ne 149/6/6-662.

B IMonmutuke ompenenensl TpeboBanus k mepconany WCII/IH, crerneHb OTBETCTBEHHOCTH
NepcoHaNa, CTPYKTypa U HEOOXOIUMBIA YPOBEHb 3allUIICHHOCTH, CTaTyC M JOJDKHOCTHBIC
00s13aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a OOECHedYeHHe O€30MacHOCTH TEPCOHATbHBIX
nanabix B UCIT[IH MBOY «{uBmnsckas COLLL Nely.
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1 O01mme MoJ10KeHu s

Lenpto Hacrosmer I[lomutvkm sBiseTcs oOecreueHHe Oe30MacHOCTH OOBEKTOB 3all[UThI
MBOY «luBunbckass COII Nely oT Bcex BUIOB yrpo3, BHEUIHUX U BHYTPEHHHUX, YMBIIIJIEHHBIX
U HETIPpETHAMEPEHHBIX, MUHUMU3AIUs yiiepoa 0T BO3MOXKHOM peanu3anuu yrpo3 0e30macHOCTH
I11a (YBIIn).

be3zonacuocTh MePCOHATBHBIX JTAHHBIX JIOCTUTACTCS myTeM HCKJIIOYCHHS
HECAaHKITMOHUPOBAHHOTO, B TOM YHCJIE€ CIy4alfHOTO, JIOCTyNMa K TEPCOHAIBHBIM JaHHBIM,
PE3yNIbTaTOM KOTOPOTO MOXKET CTaTh YHHUTOKEHUE, H3MEHEHHE, OJIOKHPOBaHUE, KOMTUPOBAHUE,
pacrpocTpaHeHHEe NMEPCOHATBHBIX JTAHHBIX, a TAKKE HHBIX HECAHKIITMOHUPOBAHHBIX JIEHCTBHM.

Nudopmanust u cBs3aHHBIE ¢ HEW PeCypChl JOJKHBI OBITH JOCTYITHBI IS aBTOPHU30BAHHBIX
nosib3oBateseil. JIOmKHO OCYIIeCTBIATHCS CBOEBPEMEHHOE OOHAapy)XKEHHE W pearnpoBaHUE HA
VBII .

JIOJDKHO OCYIIECTBIATHCS MPEAOTBpAIlEHUE TPEAHAMEPEHHBIX WU CIIYYalHBIX, YaCTHYHBIX
WJTH TIOJTHBIX HECAaHKIIMOHUPOBAHHBIX MOJU(PUKAIINN WM YHHUTOKEHUS IEPCOHAIBHBIX TaHHBIX.

CocraB 00BEKTOB 3alUTHI NpeAcTaBicH B [lepedHe mepCOHANBHBIX JTaHHBIX, YKA3aHHOMY B
[onoxxennu 06 06pabOTKE MEPCOHANBHBIX TaHHBIX.

Cocra UCII[lH, momyiexanux 3aliuTe, MPEACTaBIeH B AKTe 00CIeIOBaHUS TEKYIIETO
COCTOSTHUSI TEXHUYECKOU 3aIUTHI TEPCOHATBHBIX JTaHHBIX.
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2 O6aacThb NelcTBUA

TpeboBanust Hactosimed [loMUTHKM pacmpoCTpaHsIOTCS Ha BceX cOTpynHukoB MBOY
«IuBunsckas COLL Nely (mTaTHbIX, BpEMEHHBIX, PA0OTAIONMINX MO0 KOHTPAKTY U T.I1.), a TAaKXKe
BCEX MPOYUX JUI (MOAPATIUKH, ayIUTOPHI U T.I1.).
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3 Cucrema 3alUTHI NEPCOHAIBHBIX TaHHBIX

Cuctema 3amuThl nepcoHanbHBIX AaHHBIX (C3I1/IH), cTpouTCsS HA OCHOBAHUU:

AKkTa 00cne1oBaHus TEKYIIETO COCTOSHUS TEXHUYECKOM 3aIUThI TEPCOHATBHBIX TaHHBIX;
[Tepeunst nepcoHaNbHBIX TAHHBIX, MOICKALIUX 3AIIUTE;

AKkTOB KIaccupukanuu HHHOPMAITMOHHBIX CUCTEM TMEPCOHANBHBIX JAHHBIX;

YacTHbBIX MOZENEHN aKTyaabHBIX YIpo3 U BeposiTHoro Hapymmurens UCI1/Ix;

[Tonosxenust 0 pa3rpaHUYEHUHN MPAB JOCTYIIA K MEPCOHATBHBIM JIaHHBIM;

PykoBonsamux nokymentoB @CTOK u @Cb Poccun.

I obecnieuenuss 3amutel  MCIIJIH HeoOxomuMo coOMtOeHHE OpPraHU3alUMOHHO-
TEXHUUYECKUX Mep. AJIMHUHHCTpAIel oOecreuynBaeTcsi 6€30MacHOCTh MEePCOHATBHBIX JaHHBIX B
COOTBETCTBUU C HEOOXOJHWMBIM YPOBHEM 3alllMIICHHOCTH, KOTOpas omucaHa B TeXHHYECKOM
3aganuu Ha cozganue cucteMbl 3amuThl A1 UCITIa. B MBOY «lluunbckas COIIl Nely»
oTpesieNieHbl aKTyallbHble yrpo3bl Oe3omacHocT [1/1H, koTopbie omucanbl B YacTHON Momenu
aKTyaJIbHBIX YIpo3 U BeposTHOro Hapymmurtenst UCIx.

[Tox akTyaJbHBIMH yrpo3aMud O€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX IMOHUMAETCS
COBOKYITHOCTb yCIIOBUM u ¢dakTopoB, CO3AI0IINX aKTyaJIbHYIO OIMAaCHOCTh
HECAaHKI[MOHUPOBAHHOT'O, B TOM YHUCJE CIYYalHOro, JOCTYINa K MEPCOHATbHBIM JaHHBIM MPU UX
00paboTke B MH(MDOPMAIMOHHOW CHCTEME, PE3YyIIbTaTOM KOTOPOTO MOTYT CTaTh YHUUYTOXKCHHE,
W3MEHEHHUE, OJIOKMpPOBAHKE, KOMMPOBAHHUE, PEIOCTABICHUE, PACIIPOCTPAHCHHUE TIEPCOHATBHBIX
JAaHHBIX, a TAK)KE UHbIE HETIPAaBOMEPHBIE JEHCTBUSI.

Yrpo3sl 1-ro THMa akTyanbHBI A7 THGOPMAITMOHHON CHCTEMBI, €CIH ISl HE€ B TOM YHCIIe
aKTyaJIbHbl yTpO3bl, CBA3aHHBbIE C HAJMYMEM HEJOKYMEHTHPOBAHHBIX (HEIEKIApUPOBAHHBIX )
BO3MOXXHOCTEH B CHCTEMHOM MPOTPAMMHOM O00ECIIC€YeHUH, UCIIOIBE3YEMOM B WH(OPMAIIMOHHON
CUCTEME.

Yrpo3bl 2-T0 THIA aKTyaJIbHBI 1J1s THGOPMAITMOHHON CHCTEMBI, €CIH ISl HE€ B TOM YHCIIe
aKTyaJIbHbl yTpO3bl, CBA3aHHBbIE C HAJUYUEM HEJOKYMEHTHPOBAHHBIX (HEIEKIapUPOBAHHBIX )
BO3MOXKHOCTEH B TPHUKJIATHOM  MPOTPAMMHOM  OOECIIEUCHHH,  HCIIOJB3yeMOM B
WH()OPMAITMOHHOW CHCTEME.

Yrpo3bl 3-r0 TUMNA aKTyajdbHBI JJIsi MHPOPMAIMOHHON CHCTEMBI, €CII JJIsi Hee aKTyallbHbI
yrpo3bl, HE CBS3aHHbIE C HAJUYMEM HEJOKYMEHTHUPOBAaHHBIX (HEIEKJIapUPOBAHHBIX )
BO3MOXXHOCTEH B CHCTEMHOM U TPUKIAIHOM MPOTPAaMMHOM OOECHEYEeHHH, MCTOIb3YeMOM B
WH()OPMAITMOHHON CHCTEME.

Ha ocHOBaHWU STHX JOKYMEHTOB OMNpEIENSIeTCS HEOOXOMUMBINM YPOBEHb 3aIlUIICHHOCTH
[T xaxmon UCIT[n MBOY «luBunbsckas COII Nel». Ha ocHOBaHMM aHanm3a akTyalbHbBIX
yrpo3 6e3onacHoctu I1J{H, onmucanHoro B YacTHON MOJAENHM aKTyalbHBIX YIpO3 U BEPOSTHOTO
Hapymmtenss UCIIIr u Otdera o pe3yapTarax MpPOBEACHUS BHYTPEHHEH MPOBEPKE, NENAeTCs
3aKJTFOYCHHE O HEOOXOIMMOCTH HWCIOJB30BAHUS TEXHHYECKUX CPEICTB W OpraHU3aIMOHHBIX
MeponpuaTHiA 7151 oOecrieueHust 6ezonacHocTu [1/[H. BriOpanHbie HEOOXOIUMBIE MEPOTIPHUATHUS
oTpaxatorcs B [mane MepornpusiTuii o 3anuTe NepCcoHaIbHBIX JaHHBIX.

Jost kaxxnoit UCIT/{s gommkeH OBITh COCTaBJIEH CITUCOK MCIIOIB3YEMBIX TEXHUUECKUX CPEIICTB
3alIUTHI, @ TaK K€ MPOrpaMMHOr0 oOecreyeHus, ydacTBylomero B oopaborke I1/[H, Ha Bcex
anementax UCII/IH:

- APM nons3oBareneii;
- CepBepa HpHJIO)I(eHPlﬁ;
- CYB/;

- I'panuna JIBC;

ITonutnka napopmanmonHoi 6e3omacHocTH. Ctpanuna 11 u3 32



- KananoB nepenaun B ceTu OOMIETO MOJIb30BaHUS U (WIIHM) MEKIYHAPOJHOTO OOMEHa, eclin
1o HuM nepenatorcs [1J1H.

B 3aBucumMoctu ot ypoBHs 3amuineHHoctd MCIIIH u aktyansHbix yrpo3, C3IIJIn moxer
BKJIIOUYATh CIIEAYIONINE TEXHUUECKUE CPEICTBRA:

- QaHTUBHUPYCHBIE CPEACTBA JIJIsl pabOYMX CTAaHIUI MONIb30BaTeNel U CEPBEPOB;
- CpeACTBa MEXKCETEBOT0 SKPaHUPOBAHUS;

- cpeAcTBa Kpumnrorpapuveckor 3amuThl HHPOpPMAIMK, MPH Tepenade 3amluiacMon HH-
dbopMaruu 1o KaHajaam CBSI3U.

Tax ke B CIIMCOK JTOJKHBI ObITh BKIIIOUEHBI (DYHKIIUU 3aIIUThI, 00eCTIeYuBaeMble IITaTHBIMU
cpenctBamu  obpabotku IIJIlH omepannonHbiMu cuctreMamu (OC), npuknagaeiM [10 u
CHEIHMAbHBIMU KOMITJIEKCAMH, PEaU3YIOUUMHU CcpeAcTBa 3aluThl. CIUCOK (YHKIMHA 3alUThI
MOJKET BKJIIOYATh:

- YIIPaBJICHUE U Pa3rpaHUYCHHE JTOCTYIIA MTOJIb30BATEIEH;
- PETUCTpAIUIO U YYET NeHCTBUI ¢ HHPOpPMAIIUEH;

- obecreuynBaTh 1€JIOCTHOCTh JIaHHBIX;

- IPOU3BOANUTH OOHAPYKEHHUI BTOPKECHUH.

CHucoK HCMONB3yeMbIX TEXHUYECKUX CpEICTB oTpaxaercsa B I[lmane meponpustuii 1o
3alIUTC NCPCOHAJIBHBIX NAHHbIX. Crucok HCIOJIb3YCMBIX CPCACTB JOJIZKCH NMOAACPKUBATLCA B
aKTyaJlbHOM cocTosiHuM. [Ipy HW3MeHeHMM cocTaBa TEXHUYECKUX CpEACTB 3alllUThl WU
anemeHToB MCII/IH, COOTBETCTBYIOUIME H3MEHEHHUS JOJDKHBI ObITh BHeceHbl B CHHUCOK H
yrBepxkaeHbl aupekropoM MBOY «lluBunbckass COILl Nel» wnm aumoM, OTBETCTBEHHBIM 3a
obecneuenue 3amuThl [1/]H.
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4 TpeooBanus k nogcucremam C3I1/1n

C3I1/1n BKiIrOUaeT B ce0s CIeayIONIe MOICUCTEMBI:

yIpaBiIeHUs JOCTYIIOM, PETUCTPALK U yUeTa;

obOecreyeHus LEJIOCTHOCTHU U AJOCTYITHOCTH,

AHTUBUPYCHOM 3aILIUTHI;

MCIKCCTCBOT'O SKpaHUPOBAHUA

aHaJIW3a 3alUIICHHOCTH;

OOHapy>KEHHsI BTOPKESHUH;

KpUNTOTpapUUECKON 3aIIUTHI.

[oncucremsr C3II1H UMEIOT pa3Nu4HbI (yHKIHOHAT B 3aBUCUMOCTH OT kiacca UCII/H,
OIpeNielIeHHOro B AKTe KiacCU(UKanuu MH(OPMAIMOHHBIX CHCTEM IEPCOHAJbHBIX JaHHBIX.
Crniucok cooterctBus (pyHkiuii noacucrem C3IIJIH kiaccy 3allMIIEHHOCTH IMPEICTABICH B
[Ipunoxennun Ne 1.

4.1 Noacucremsbl ynpasneHmna AOCTYNOM, PErMCTpPaLMm U yueTa

[Toncucrema yrpaBiieHUsS] JOCTYIIOM, PETUCTPAIMH M ydeTa MpeIHa3HauYeHa Il pealn3aiui
clenyomux (yHKIIHM:

- UIECHTU(UKALMY U TPOBEPKA MOJUTMHHOCTH CYyOBEKTOB JocTymna npu Bxoae B UCITH;

- UICHTU(UKALUU TEPMUHAIOB, Y3JIOB CETH, KaHAJIOB CBSA3H, BHEIIHUX YCTPOWCTB IO JIOTHU-
YECKUM UMEHaM;

- uACHTU(UKAIIUN TPOTPAMM, TOMOB, KaTajaoroB, (aiioB, 3aMucei, mojiel 3arnucei mo nMe-
HaM;

- perucTpanuu BXoza (BbIXOAa) CyOBEKTOB JIOCTyNa B CUCTEMY (M3 CHUCTEMBbI), TUOO peru-
CTpalys 3arpy3Kyd ¥ MHUITUAIN3AIUH OTIEPAIllMOHHON CHCTEMBI M €€ OCTaHOBA.

- peruCTpaIy MOMBITOK JOCTYIIAa MPOTPAMMHBIX CPEICTB (TIporpamm, IpoIECCoB, 3a/1ad, 3a-
JaHWi) K 3aIuniaeMbIM daitnam;

- perucTpaln IMOIBbITOK JOCTyIa IMPOrpaMMHLBIX CPCACTB K TCPpMUHAJIAM, KaHAJIaM CBA3H,
mporpammam, ToMam, Katajgoram, ¢anaam, 3armucsiM, OJIsIM 3arucei.

[Toncucrema ympaBieHHsS IOCTYIIOM MOXET OBITh peaju30BaHa C MOMOIIbIO IITATHBIX
cpenctB obpabotku [1/]x (omepamnmonHbix cucteM, npunoxkenuit 1 CYB/I). Tak e MoxkeT ObITh
BHEJPEHO CHElHabHOE TEXHUYECKOE CPEICTBO WM HX KOMIUIEKC, OCYLIECTBIISIONINE
JOTIOTHUTETIFHBIE MEPhl M0 ayTeHTU(UKAIMA U KOHTPOI0. Hampumep, mpuMeHEHUE €IMHBIX
XpaHWINIL  YYETHBIX  3alMCe  TOJb30BATEICM W PETUCTPAIMOHHOW  HWH(OpPMAIIHH,
UCIIOJIb30BaHNE OMOMETPHUECKUX U TEXHUYECKUX (C MOMOIIBI0 3JEKTPOHHBIX MPOITYCKOB) MEp
ayTeHTU(UKAINH U APYTUX.
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4.2 Nopacucrema obecnevyeHUs LENOCTHOCTM U AOCTYMHOCTH

[Moncucrema obecnieueHus LEIOCTHOCTH M JOCTYIHOCTH TNpEIHA3HA4YeHa JUId 00ecredeHus
nenoctHoctd U pocrynHoctu [IJIH, mporpammubix u anmapatHbix cpeacts UCIIn MBOY
«uBunbckass COILl Nel», a Tak e CpeAcTB 3alIUTHI, NMPH CIy4alHONW WJIM HaMEpPEHHOMU
MO T (DUKAITHH.

Ilogcucrema peamusyercs ¢ I[OMOLIBIO  OpPraHU3alMM  PE3EPBHOIO  KOIHMPOBAHUSA
o0pabaTbIBaeMbIX JaHHBIX, a TaK JK€ pe3epBUPOBaHUEM KiItoueBbIX 31eMeHToB UCIIT/H.

4.3 Nopcucrema aHTUBUPYCHOM 3aLLMUTHI

[ToacucTtemMa aHTUBHUPYCHOM 3allMThl TpEAHA3HAYCHA I OOCCTICYCHHS aHTHUBUPYCHOU
3ammThl cepBepoB 1 APM nons3oBareneit UCITIn MBOY «uBunbsckas COLL Nely.

CpencTBa aHTUBUPYCHOM 3allIUTHI PEAHA3HAYEHBI [l Pealu3aluy CISAYIOMUX QYHKIUII:
- PE3UJCHTHBIN AHTUBUPYCHBI MOHUTOPUHT;

- aHTUBUPYCHOE CKaHUPOBAHUE;

- CKpUNT-0JIOKUPOBAHUE;

- LIEHTPAJIM30BaHHYIO/YIaJICHHYIO YCTaHOBKY/IEMHCTAUISAIUIO AHTUBUPYCHOTO MPOAYKTa,
HACTPOWKY, aIMUHHCTPHUPOBAHUE, IIPOCMOTP OTYETOB U CTATUCTUYECKOH MH(pOpMaluu o pado-
T€ IPOAYKTA;

- aBTOMAaTU3MPOBAaHHOE OOHOBJICHNE aHTHUBUPYCHBIX 0a3;

- OrpaHUYCHUC IIpaB IIOJIL30BATCIA HA OCTAHOBKY HWCIOJHACMBIX 3aJa4d W HU3MCHCHUA
HACTPOEK aHTHBHPYCHOT'O MPOTPAMMHOTO 00eCIICUeHUS;

- aBTOMAaTHYECKHI 3aITyCK Cpa3y MOCIIe 3arpy3KH OMEPauOHHON CUCTEMBI.

ITogcucrema peanusyercst yTeM BHEAPEHHUs CIELUATbHOIO aHTUBUPYCHOI'O IMPOrPaMMHOIO
obecrieuenus Ha Bce 3neMeHnThl MCIT/IH.
4.4 Nopcucrema mexceTeBOro sKpaHMpPOBaHUA
[MomcucremMa MEXCETEBOTO SKpaHMPOBAHHUS TMPEAHA3HAYCHA JIJIS peaiU3alliy CIICTYIOIIHX
GyHKIMIA:
- (uUIBTpaIMU OTKPHITOTO U 3amudpoBaHHOTO (3aKphiToro) IP-Tpaduka mo cnegyrommm mna-

pamerpam;

- (pukcanuu Bo BHYTPEHHUX JXypHaJlaX MH()OPMAIMK O MPOXOASIIEM OTKPHITOM U 3aKPHITOM
IP-Tpaduxke;

- UIEHTU(UKALINY U ayTeHTH(PUKAIUIO aJMUHICTpATOpa MEXKCETEBOTO dKpaHa MpU €ro Jio-
KaJIbHBIX 3aIIPOCax Ha JOCTYII;

- perucTpanuu Bxoja (BhIXOAa) aIMHUHUCTPATOpa MEKCETEBOTO dKpaHa B CHCTEMY (U3 CH-
CTEMBI) JINOO 3arpy3KH ¥ HHUIHATN3AIMHA CUCTEMBI U €€ TPOTPAMMHOTO OCTaHOBA;

- KOHTPOJIA LIEIOCTHOCTU CBOEH MpOrpaMMHON 1 HH(POPMALIMOHHOMN YacTu;
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- (UIBTpaIM MAaKETOB CIYXEOHBIX MPOTOKOJIOB, CIYXKALIUX Ul TUArHOCTUKU U yIpaBie-
HUS pabOTOM CETEBBIX YCTPOUCTB;

- GUIBTpAIMK C YYETOM BXOJHOTO M BBIXOJHOTO CETEBOTO MHTep(eiica Kak CpeacTBO MPo-
BEPKU MOJTMHHOCTH CETEBBIX aJpeCcoB;

- PEerucTpanyu U ydera 3alpaliuBaeMbIX CEPBUCOB IPUKIAJIHOIO YPOBHS;

- OJIOKMPOBaHUS JOCTYyNa HEUACHTU(PHUIIMPOBAHHOTO O0BEKTAa MIU CyOBEKTa, MOAITUHHOCTD
KOTOPOTO MPH ayTEHTU(PHUKAIIMU HE MTOATBEPIUIACH, METOJJAMH, YCTOWYMBBIMH K IIEPEXBaTY;

- KOHTPOJIS 33 CETEeBOM aKTUBHOCTBIO MPHUIIOKEHUN U OOHAPYKEHUS CETEBBIX aTak.

[Toncucrema peanusyercs BHEIPEHUEM MIPOTrPAMMHO-ANNapaTHRIX KOMIUIEKCOB MEXCETEBOIO
skpaHupoBanus Ha rpanule JICB, kiiaccom He HUXE 4.
4.5 Noacucrema aHanM3a 3aLWMLLEHHOCTH

HOI[CI/ICTeMa dHaJI3a 3alllUIINCHHOCTHU, AOJDKHAa OGGCHG‘-II/IBaTB BBISIBJICHU S yHSBHMOCTCﬁ,
cBs3aHHBIX ¢ ommOKkamMu B kKoHurypanuu [10 UCII/IH, KkoTOpble MOTYT OBITH MCIOJb30BaHBI
HapyIIUTEIEM JUIsl peanu3alii aTaku Ha CUCTEMY.

OyHKIMOHAT TMOJCUCTEMBl MOXET OBITh pealn30BaH IMPOTPAMMHBIMH U TPOTPAMMHO-
aHHapaTHBIMI/I Cpe,Z[CTBaMI/I.
4.6 Noacncrema o6HapyKeHNA BTOPXKEHUI

[Toacucrema 0OHAPYKEHHS BTOP)KEHHIM, JOKHA 00CCIIEYMBATDh BBISIBIICHHE CETEBBIX aTakK Ha
anemeHTsl MCII/IH, mOIKIIIOUEHHBIE K CEeTSM OOIIEero MOJb30BaHUS U (WIH) MEXIYHAPOIHOTO
oOMmeHa.

OyHKIMOHAT TMOJCUCTEMBl MOXET OBITh pealn30BaH IMPOTPAMMHBIMH U TPOTPAMMHO-
amnmnapaTHbIMU CPEJICTBAMH.
4.7 Noacucrema KpUNTOorpapuUUECKoii 3aLWUTbI

[Toacucrema kpunTorpaduyecKkor 3amuThl TpeaHasHadeHa s uckmoueHus HCJ x
sanmaemoit nHpopmanuu B UCII/In MBOY «luBunsckas COLL Nely», npu ee nepenayu 1o
KaHaJaM CBsI3U CeTel 0OIIEero Moab30BaHus U (UM ) MEXIyHApOIHOTO OOMEHa.

[Toncucrema peanu3yercss BHEAPEHUEM KpPUOTOrpadUUECKUX MPOrpaMMHO-annapaTHbIX
KOMIIJIEKCOB.

ITonutnka naGopmanmonHoH 6e3omacHocTH. Ctpanuna 15 u3 32



5 Moan3oBarenn NCIIOn

B UCIIJn MBOY «lluBunbsckas COII Nel» MOXHO BBIIEIUTH CIEAYIOIIUE TPYIIIbI
MOJIb30BaTENICH, yJacTBYIOMUX B 00paboTke u xpanenuu [1/1x:

- Anmunucrparopa UCII/IH;

- Anmunnctparopa 6ezonacHoctu UCI/IH;

- Onepatopa APM;

- AIMHHUCTpaATOpa CETH;

- TexHrYecKoro crenuanicTa 1o o0cayKUBaHUIO MepudepruitHOro 000pyI0BaHNS,

- IIporpammuct-pazpadorunk UCII/IH.

JlanHble 0 rpymnmax MoOJb30BaTeNIX, YPOBHE MX JOCTyNa U MHPOPMHUPOBAHHOCTU JIOJIKEH
ObITh OTpakeH B [loyiokeHnn 0 pa3rpaHUYeHUH MpaB AOCTYIA K MEPCOHATbHBIM JAHHBIM.

5.1 Apmunucrpatop UCNOH

Anmunuctparop UCIIIH, corpyaauk MBOVY «{uBunsckas COLL Nel», oTBeTcTBEHHBIN 3a
HacTpoWKy, BHeapeHue u comnpoBoxaenne MWCII[H, obecneynBaeT (HYHKIIMOHHUPOBAHUE
nozcuctemsl ynpasieHus goctynom UCII/IH u ynmonHOMO4YeH OCyIIECTBIIATh IPENOCTABICHNE U
pasrpaHuYeHuE TOCTyIa KOHEYHOTro mosib3oBatens (Onepatopa APM) k anemMeHTam, XpaHsIIAM
NEPCOHAIbHBIE TAHHBIE.

Anmunuctpatop MCIT/IH o6nanaeT caenyomuM YpoBHEM JOCTYTIA U 3HAHUM:

- oOnagaeT mojaHOM MHGOPMAIKEH O CHCTEMHOM U MPUKIIATHOM IIPOTPAMMHOM O0ECTICYCHUH
NCTI/H;

- 005a1aeT MoyHOM nH(popManueit 0 TeXHUUeCKuX cpeacTax u konpuryparuu UCII1H;

- UMEET JIOCTYI KO BCEM TEXHHUYECKUM cpesicTBaM 00paboTku mHpopmanuu u ganasM MC-
I1]1H;

- 005a1aeT mpaBaMyu KOH()UIYpHpPOBAaHUS M AAMHHUCTPATUBHONW HACTPOMKH TEXHUYECKHUX
cpencts UCIT/IH.

5.2 Aamunuucrpatop 6esonacHoctn UCNAH

Anvunnctparop 6e3zonacHoctd MCIIIH, cotpymauk MBOVY «lusmnbckas COII Nely,
OTBETCTBEHHbIH 3a ¢yHkuuoHupoanue C3II/IH, BKIIOUas OOCTYXUBAaHHE U HACTPOUKY
aMUHUCTPATUBHOM, CEPBEPHOM U KIIMEHTCKOW KOMIIOHEHT.

Anmunuctparop 6e3omnacuoctu UCIT/IH obnamaer clieyromuM ypoBHEM TOCTYIIA U 3HAHUI:
- obnamaet npaBamu Aamunuctpartopa UCII/H;

- obnamaet nonHoi nnpopmanueit 06 MCI1/IH;
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- IMEEeT JIOCTYI K CPeACTBaM 3allUThl MHOOPMAIIUMK U MPOTOKOIHPOBAHKS M K YACTH KITHOYE-
BbIX AniemeHnToB MCII/IH;

- HE UMEET MpaB J0CTyNa K KOHPUTYPUPOBAHUIO TEXHHUECKUX CPEIICTB CETH 33 UCKITIOYCHU-
€M KOHTPOJIbHBIX (MHCTICKITMOHHBIX ).

Anmvunnctparop 6e3onacHoctu UCIT/IH ynoiHOMOYEH:

- peaM30BBIBaTh MOJUTUKY Oe3omacHOCTH B yacTH HacTpoku CK3U, MexkceTeBhIX IKpaHOB
U CHCTEeM OOHApY)KEHHUS aTak, B COOTBETCTBHH C KOTOPBIMU Mojb30Barens (Onepatop APM) mo-
JydaeT BO3MOXKHOCTh pabotats ¢ anemernTamu MCII/IH;

- OCYHICCTBJIATL ayJUT CPCACTB 3alllUThI;

- YCTaHaB/IMBaTh JIOBEPUTEIbHBIE OTHOIICHHS CBOEH 3aIMILEHHOW CETU C CETAMU JIPYIHX
Opranuzanui.

5.3 Onepatop APM

Oneparop APM, corpynnuk MBOY «luBunbckas COIIl Nely, ocymecTBiasioumi
obpabotky I1/In. O6pabotka IT/[H BKIIOUaeT: BO3MOXKHOCTH mpocMoTpa IIJIH, pyuHO#l BBOX
[11a B cucremy UCII/IH, dopMupoBaHHe CIIPaBOK M OTYETOB MO MH(OpPMAIIUU, TTOJTYICHHON U3
NCIIn. OnepaTop HE UMEET MOJHOMOYMHN ISl YIIPaBJICHUS OJcHcTeMaMu 00paboTKH TaHHBIX
u C3I1/1H.

Omneparop UCIIIn obnanaer cieayronmM ypoBHEM JOCTYIA U 3HAHUM:

- 0051a/1aeT BCeMHU HEOOXOAMMBIMU aTpuOyTamMu (Hampumep, mapojem), 00ecreqrBaOIIMH
JIOCTYN K HEKOTOPOMY MOJAMHOKeCTBY 11/1H;

- pacnojaracTt KOHq)I/I,Z[GHL[I/IaJIBHBIMI/I JaHHBIMHU, K KOTOPBIM UMCCT NOCTYII.

5.4 Aamunuctpatop cetu

Anmunuctparop cetu, cotpyaHuk MBOVY «lluBunsckas COILL Nel», oTBeTCTBEHHBIN 3a
GYHKIIMOHUPOBaHUE TeJeKOMMYHUKamoHHOU moacucteMbl UCITJIH. AnMuUHUCTpATOp CETH HE
UMeEEeT MOJTHOMOYUHN IS yIpaBJieHUs MoJcucTeMaMu 00paboTKU JaHHBIX U O€30MaCHOCTH.

AJMUHUCTPATOP CETH 00JIaAAET CIEAYIOIIUM YPOBHEM JOCTYIa U 3HAHUM:

- o0nagaeT 4yacThio HHPOPMAIIUA O CUCTEMHOM W TIPHUKJIATHOM MPOTPAMMHOM OOECTICYCHUHN
NCTI/H;

- 00J1a/1aeT 4yacThio HH(POPMAIIMK O TEXHUYECKUX cpencTBax U koHpurypanuu UCI/IH;

- UMeeT (PU3UUYECKHI TOCTYN K TEXHUUYECKHM CpEACTBaM 00paOOTKH MHGOpMAIMU U CPEe.l-
CTBaM 3aIlHTHI;

- 3HACT, I10 MEHBIIICH MCpPC, OAHO JICTAJIbHOC UM JOCTYyIIA.

5.5 TexHunueckumit cneymanuct no obcayxmsaHuio nepudepuiiHoro o6opyaosaHua

TexHuueckuil cnenuamuctT mo obciayxuBaHuio, coTpyaHuk MBOVY «lluBmibckas COILLL
Nely, ocymecTBiser oOCIyXHWBaHHE M HACTpoWKy mnepudepuitHoro obdopynoanust MCIIH.
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TexHUYeCKUH CrenUalIuCT 10 00CTYXKHUBaHUIO He UMeeT aoctyna K [1/1H, He uMeeT MOITHOMOYHA
JUISL yIIpaBIiICHHs TOICUCTEMaMH 00pabOTKH TaHHBIX U O€30IMaCHOCTH.

TexHUYECKUH CIeNHUaIiCT Mo OOCTY)KUBaHUIO 00JalaeT CIEAYIONUM YPOBHEM IOCTyNa U
3HAHWH:

- oOnagaeT 4yacThio HHPOPMAIIUA O CUCTEMHOM W TIPHUKJIAJHOM MPOTPAMMHOM OOECTICeYeHUHN
NCIIH;

- 0051a/1aeT 4yacThio HH(POPMAIIMK O TEXHUYECKUX cpencTBax U koHpurypanuu UCIT/IH;
- 3HAET, 110 MEHbIIEH Mepe, OHO JIeTaIbHOE UM JOCTYIIA.

5.6 Nporpammuct-paspaborumk UCNAH

[TporpamMMHUCTBI-pa3pabOTYMKHU (TMTOCTABIIUKH) MPUKIATHOTO MPOTrPAMMHOTO OOECIIEYCHHS,
o0OecneunBaroIIMe €ro COMpPOBOXKICHUE HA 3amuiiaeMoM oO0bekTe. K maHHOW rpyrme MoryT
oTHOCUThCS Kak coTpyauuku MBOY «lluBunbckass COLLL Nely, Tak U COTpYIHUKH CTOPOHHHUX
OpraHu3aIuu.

DuU3NYECKOE JIUIIO 3TOM KaTEerOpUH:

- obnmamaet wHpopMarmei o0 aaropuTMax M mporpamMmax oopabotku uHpopmanuu Ha MC-
BVILCH

- o0yajaeT BO3MOXKHOCTSIMA BHECEHHsSI OIIMOOK, HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH, Mpo-
TPaMMHBIX 3aKJIaJIOK, BPEIOHOCHBIX MporpamMM B mporpammuoe obecriedenue MCII/In Ha cra-
UU ee pa3pabOTKu, BHEAPEHUS U CONIPOBOXKICHUS;

- MOXKET pacrioyiarath Jo0bsMu (hparmeHTamu nHpopmaruu o tornonorud UCII/IH u TexHu-
YeCKUX cpencTBax o0padotku u 3amutel [1/1H, o6padareiBaembix B UCIT/IH.
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6 TpeGoBanus k mepconasy mo obecrnedennio 3amutbi IH

Bce cotpynaukun MBOY «luBuibckass COLL Nely, seisromuecs: nons3oBatensimu UCIT/IH,
JOJIKHBI YETKO 3HATh U CTPOTO BHITIOIHATH YCTAHOBIICHHBIC MPaBUiIa U 00sI3aHHOCTH IO IOCTYITY
K 3aIUIIaeMbIM O0BEKTaM U COOIIOICHUIO IPUHATOTO pexnma OezonacHoctu [1/H.

IIpy BCTymeHMH B [JOJDKHOCTH HOBOTO COTPYIHHKA HENOCPEACTBEHHBIM HAYaJIbHUK
NOJpa3/ieNieHusi, B KOTOpPOE OH IIOCTyHaeT, o0s3aH OpraHu30BaTh €ro O3HAKOMJICHHE C
JOJDKHOCTHOM ~ MHCTPYKLIMEH H  HEOOXOOUMBIMH  JOKYMEHTaMH, pPErIaMEeHTHPYIOLUMU
TpeboBanuss mo 3amre I[IJ[H, a Takxke oOydyeHHE HaBBIKaM BBIIOJHEHHUS TMPOLENYD,
HEOOXOUMBIX JUIS CAaHKITMOHUPOBaHHOTO ucnonb3zoBanus UCII/H.

CoTpyAHUK IOJKEH OBITh O3HAKOMIIEH CO CBeACHHSAMH Hactosiiel [lonuTuku, mpUHSTHIX
npouenyp padotsl ¢ anemerntamu UCIT/Ix n C3I1/]H.

Corpynauku MBOVY «uBunsckags COLI Nel», ucnonb3yrolue TEXHUUECKHUE CPEACTBA
ayTeHTH(UKAIIUN, JTOJDKHBI O0eCleYMBaTh COXPAHHOCTh HIACHTH(UKATOPOB (DIECKTPOHHBIX
kiroueil) u He ponyckarb HC/I k HMM, a Tak ke BO3MOYKHOCTb MX YTEPU WJIM UCIOJIb30BaHUS
TpeTbuMH JHLamMH. Ilonb3oBarenu HECYT NMEPCOHAIBHYIO OTBETCTBEHHOCTh 3a COXPAaHHOCTb
UJIEHTU(DUKATOPOB.

Corpygnuku MBOVY  «lluBunbsckas COII Nel» momkHBI clieI0BaTh yCTAaHOBJIECHHBIM
nporeaypam moanep:kanus pesxkuma o6e3omacuoctu [1/]x mpu BEIOOpE U UCTIONB30BaHUY TApOJICiH
(ecnu HE UCTIONIB3YIOTCSA TEXHUUECKHUE CPEJICTBA AyTEHTU(UKALINN ).

Corpynauku MBOY  «luBmibckas COII Nel» nmomkHBI 0oOecrieuMBaTh HAICKANTYIO
3alIUTy O0OPYIOBaHUS, OCTaBJIIEMOro 0e3 MPHCMOTpa, OCOOCHHO B TEX CIydYasx, KOria B
HOMEIIEHNE UMEIOT TOCTYI ITOCTOPOHHME Jnia. Bee monp3oBaTenyt JOMKHBI 3HATh TPEOOBAHUS
no 6e3onacHoctu I1/[H 1 mporeypsl 3alIUThl 000PYIOBAaHUS, OCTABICHHOTO 0€3 MPUCMOTpa, a
TaKXe CBOM 00S3aHHOCTH 10 0OECTICYCHUIO TAKOW 3aIUTHI.

CoTpyaHHKaM 3alpeniaeTcsi yCTaHABJIMBATh ITOCTOPOHHEE MPOrpaMMHOE OOecIeYeHuE,
MOJIKJIIOYATh JIMYHBIE MOOWIIBHBIE YCTPOMCTBA U HOCUTEIN MH(OpPMAINH, a TaK KE 3aIUChIBATh
Ha HUX 3alIUIIaeMyi0 HHHOPMAITHIO.

CoTpyaHHKaAM 3amperraeTcs pasriamaTh 3alldiacMyo UHPOPMAIUI0, KOTOpas CTalla UM
u3BecTHa Tpu padore ¢ mHpopmarmoHHbiMu cucteMamu MBOVY «lluBunbsckas COILL Nely,
TPETHUM JIUIIAM.

[Ipu pabore ¢ I[1u B UCII[Jn corpynuuku MBOVY «lluBunsckas COILL Nely o6s3aHbI
00€ecIeunTh OTCYTCTBHE BO3MOXHOCTH TmpocMoTpa [1/Jn Tperpbumu muramu ¢ MoHuTOpoB APM
WM TEPMHUHAJIOB.

[Tpu 3aBepmenun padotel ¢ UCITAH coTpynHuku 00s3aHbl 3aiIuTUT APM Hiti TepMUHAIIBI
C IOMOIIBIO OJIOKMPOBKM KIIIOYOM MJIM SKBHUBAJIEHTHOI'O CPEACTBA KOHTPOJIA, HaIpUMED,
JIOCTYIIOM IO MAapOJII0, €CJIN HE UCTIOJb3YIOTCS 00JIee CUIIbHBIE CPEICTBA 3ALIUTHI.

Corpynauku MBOY «luBunbckas COII Nely» momkHBl OBITH TIpOMH(DOPMUPOBAHBI 00
yrpo3ax HapylieHus: pexuma o6e3onacHocT [1/[H 1 OTBETCTBEHHOCTH 3a ero Hapyuenue. OHu
JOJDKHBI  OBITh  O3HAKOMJIEHBI C YTBEPXKICHHOH (OpPMaJIbHOM NpOLEAYpOH HaOKEHHS
JUCIHUIUIMHAPHBIX ~ B3BICKAHMM  HA  COTPYAHHMKOB, KOTOpble  Hapymmiau  [loautuxy
nH(pOopMaMoOHHOM 0€30MacHOCTH 1 TIpoleypbl 6e3onacHocTH [1]1H.
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CoTpynHuKH 00s3aHBI 0€3 TpoMemIeHUsT cooOmaTh 000 BCeX HaOII0aeMbIX WIH
moA03puTeNbHBIX cinydasx padotel MCII/{H, Morymux moBiaeds 3a coO0M yrpo3sl 0€30MacHOCTH
[I/lH, a Takke O BBIABIEHHBIX HMH COOBITHSX, 3aTparuBarmux Oe3omacHocTh [1/1H,
PYKOBOJCTBY MOJpa3eieHUs U JHILY, OTBEUAIOLIEMY 3a HEMEAJIEHHOE pearupoBaHue Ha yrpo3bl

oesomacuoctu I1/1H.
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7 JlosKHOCTHBIE 00s13aHHOCTH noab3oBaTesieil UCIIAn

JomxHocTHBIE 00s13aHHOCTH nTosib3oBaTeneit UCII/IH onucaHbl B CIEAYIONIMX TOKYMEHTAX:
- Nuctpykiua anmunuctparopa UCIx;
- Uuctpykmus agmuauctpaTopa 6ezonacaoctu MCIT/IH;

- Nuctpykiua nons3oBarens UCITH.
OtBercTtBeHHOCTH cOTpyAHUKOB CII[In MBOY «l{uBunbsckas COLL Nel»y.

B cootBerctBuu co cT. 24 @enepanpHoro 3akoHa Poccuiickoit @exneparuun ot 27 uronsg 2006
r. Ne 152-03 «O nepcoHanbHBIX JaHHBIX)» JIMIA, BAHOBHBIE B HAPYIICHUN TPEOOBAHUHN JAHHOTO
@denepallbHOTO  3aKOHA,  HECYT  TIPaXIAHCKYHO,  YIOJIOBHYIO,  aJMHUHHCTPATHBHYIO,
JUCLHUIIMHAPHYIO M MHYIO IPENYCMOTPEHHYIO 3aKOHOJATenbCTBOM Poccuiickonn ®enepanuu
OTBETCTBEHHOCTb.

JeticTBytomee 3aKk0HO1aTebCTBO PD m03BOJISET MPEABABISATH TPEOOBAHHUS 110 00ECIICUEHHUTO
Oe30macHOi paboThl ¢ 3amMIaeMoil MH(poOpMale u mpexrycMaTpuBaeT OTBETCTBEHHOCTh 32
HapyIlIeHUEe YCTAaHOBJICHHBIX MpaBWJI AKCIuTyatanuu 9BM u cuctem, HEMpaBOMEPHBIN TOCTYIT K
UHPOPMALIUU, €CIH 3TH ICHCTBUSA MPUBEIH K YHHUTOXCHHIO, OJIOKMPOBAHMIO, MOIUGDHUKAIIMH
UH(OpPMALIUU WK HapylIeHuto pabotel 9BM wmiu cereit (ctatbu 272,273 u 274 YK PO).

Anmvunnctparop UCITIa n anmuaucTparop 6e3onacuoctd MCIIIH HECYT OTBETCTBEHHOCTH
3a BCC I[eﬁCTBHH, COBCPHICHHBIC OT MMCHU HUX YUCTHBIX 3aIlCEe MM CUCTEMHBIX YUYCTHBIX
3anuceil, eciu He JJoKa3aH (pakT HeCAaHKIMOHUPOBAHHOTO MCIIOJIb30BAaHUS YUETHBIX 3aMucei.

[Ipn napymenusx corpyaaukamMu MBOY «lluBunbsckas COIIl Nel» — mnosb3oBareneit
NUCTI[ln mnpaBwn, cBs3aHHBIX C Oe3omacHOCThiO [IJ[H, OHM HECyT OTBETCTBEHHOCTb,
YCTaHOBJICHHYIO JE€HCTBYIOIIUM 3aKOHOAATENbCTBOM Poccuiickoit denepanuu.

[IpuBeneHHpie BhINIE TPEeOOBAHHWS HOPMATHUBHBIX JTOKYMEHTOB MO 3allUTe HHQPOpPMAIUU
JIOJDKHBI OBITh oTpaskeHsbl B [Tonoxxenusix o moapasaeneHusx MbOY «luuiabsckas COI Nely,
ocymectBisitoux 006padbotky IT[In B MCII/IH U AOKHOCTHBIX MHCTPYKLHUSAX COTPYIHHKOB
MBOY «luBunbckas COI Nely.

Heobxomumo BHectn B [lonoxenus o moapazaenenusx MBOY «lluBunbckas COIIl Noly,
ocymectBisitonux  oopabotky IIJlu B HWCIIAH cBemeHuss 00 OTBETCTBEHHOCTH WX
PYKOBOIUTENEH W COTPYAHUKOB 3a paslIallicHHe W HECAHKIIMOHHUPOBAHHYIO MOIH(PHKAIHIO
(uckaxenue, Ganpcuduranuio) I1JIH, a Taxke 3a HeMpaBOMEPHOE BMEMIATEIHCTBO B MPOLIECCHI
UX aBTOMaTHU3UPOBAHHOI 00pabOTKH.
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8 CHHCcOK HCNO0Jb30BAHHBIX HCTOUHHKOB

OCHOBHBIMH HOPMATHBHO-IIPABOBBIMH M METOJWYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6azupyertcs Hacrosee [lonoxenue sBIAOTCA:

1 ®enepanpubiii 3akoH OT 27.07.2006 1. No 152-D3 «O mepcoHaANbHBIX JaHHBIX)» (Janee —
®3 «O mepcoHaNBHBIX JaHHBIX»), YCTAHABIMBAIOMINNA OCHOBHBIC TPHHIIMIIBI U YCIOBHS 00Opa-
6otku I1/1H, mpaBa, 00s13aHHOCTH U OTBETCTBEHHOCTh YUaCTHUKOB OTHOIIECHUH, CBA3aHHBIX C 00-
pabotkoii [1]1H.

2 Tlocranosnenue [IpaBurenscrBa Poccuiickoit ®deneparyu ot 1Hos0ps 2012 1. Ne 1119 «O6
YTBEP)KJICHUH TPEOOBAHMI K 3aIIMTE MEPCOHAIBHBIX JIAHHBIX TIPH UX 00padoTke B MHGOpMAIIH-
OHHBIX CHCTEMAax MEePCOHAIBHBIX JTaHHBIX).

3 «llonoxenne 06 0COOEHHOCTAX 00paOOTKHU MEPCOHAIBHBIX JAHHBIX, OCYIIECTBIIEMON 0€3
UCIIOJIB30BaHUs CPEACTB aBTOMaTU3alun», yrBepxkaeHHoe [loctanoBnenuem Ilpasurenscrtea PO
o1 15.09.2008 r. Ne 687.

4 «TpeboBaHusl K MaTepUAIbHBIM HOCHUTEISIM OHMOMETPUYECKUX MEPCOHAIBHBIX NaHHBIX U
TEXHOJIOTHSIM XPaHEHMsI TaKUX JaHHBIX BHE HMH()OPMAIMOHHBIX CHUCTEM MEPCOHANbHBIX [aH-
HBIX», yTBepkaAeHHbIe [locTanoBneHueM IlpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaTuBHO-MeTOAMYECKHE JOKYMEHTHl DefepaibHON CITYKOBI 110 TEXHUYECKOMY U IKC-
nepTHOMY KoHTpomo Poccuiickoit @enepannu (nanee - ®CTIK Poccun) mo obecneuenuto 6e3-
onacHoctH [1JIn mpu ux o6padotke B UCII/IH:

6 PexomeHanuu o obecredeHro 0€30MacHOCTH ePCOHANBHBIX JAaHHBIX MPU UX 00paboTKe
B MH(GOPMAIIMOHHBIX CHUCTEMaX MEPCOHATBHBIX NaHHBIX, YTB. 3aM. aupekropa ®CTIK Poccun
15.02.08 r.

7 OCHOBHBIE MEpOTPUATHUS 110 OpraHU3alUU U TEXHUYECKOMY oOecreueHnto 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMbIX B MH()OPMAIIMOHHBIX CUCTEMax MEPCOHAIBHBIX JIaH-
HbIX, yTB. 3aM. gupekropa ®CTIK Poccum 15.02.08 r. (ACII)

8 bazoBast Mozenb yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JNAHHBIX MPU UX 00paboTKe B WH-
(GbOopMaIMOHHBIX CHUCTEMaX IMEPCOHANBHBIX JaHHBIX, YTB. 3am. mupektopa ®CTOK Poccum
15.02.08 r.

9 Meroauka omnpeaeneHus akTyallbHbIX YIpo3 0€30MacHOCTH NEPCOHAIBHBIX TaHHBIX MPH UX
00paboTke B MH(POPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX MaHHBIX, yTB. 3aM. IUPEKTOpa
OCTIK Poccun 15.02.08 r.
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Hpunoxenne 1

Ne [Tnan - nepeyeHbh TEXHUYECKUX MEPONPHsTHIA 110 obecrieueHnu 6ezonacHocty UCIT]] K3 K2 K1
I B noacucreme ynpaBieHust JOCTYIIOM:
Peanu3oBaTh naIeHTU(UKALIUIO U TPOBEPKY MOATUHHOCTH CYOBEKTOB IOCTYIIA TIPH
1 BX0Ji€ B onepauroHHyto cucremy MCIIJIH mo maposito yCII0BHO-MIOCTOSSHHOTO JIEH- + + +
CTBUS, IJTUHOW HE MEHee IeCTH OyKBEHHO-IU(POBBIX CUMBOJIOB;
PeanuzoBarh naeHTH(PUKAMIO TEPMUHAIOB, TEXHUYECKUX CpencTB 00padoTku [1/1H,
2 y310B MCIIJIH, KOMIIbIOTEPOB, KaHATOB CBs3H, BHEeMHUX ycTpoiicTB MCIT/IH o ux - + +
JIOTUYECKUM MMEHaM (aapecaM, HoMepam);
3 Peanu3oBarh uaeHTH(PUKALIMIO TPOTPaMM, TOMOB, KaTajloToB, (haiiJioB, 3alUCeH, TO- i . .
JIe# 3aImmceit Mo MMeHaM;
4 Peanu3zoBaTh KOHTPOJIb 10CTyINA CYOBEKTOB K 3aIIUIIAEMBIM PECYPCaM B COOTBET- N N
CTBUH C MaTpUIIEH JOCTYIIA;
npu Hanmmuuu noakmoueHust UCII/IH k ceTsim obuiero moias30BaHus JODKHO pume- | He Himke 5-ro | He Hike 4-ro | He Hioke 3-ro
5 HATBCS MCIKCETCBOC SKPAHUPOBAHUC. YPOBHS 3allK- YPOBHS 3alllH- YPOBHS 3alllH-
HIEHHOCTH HIEHHOCTH HIEHHOCTH
st oGecnieuenust 6e3onacHoro MexcereBoro B3anmozeicTeus B UCIu pist pas- He amxe 5-ro He mumxe 4-ro He mumxe 3-ro
6 HBIX KJIACCOB HEOOXOMMO HCIIOIb30BaTh MO YPOBHS YPOBHS YPOBHS
3aIUIIEHHOCTH | 3allMILEHHOCTH | 3alllMILEHHOCTH
II CpeacTBo 3alThl OT IPOrpaMMHO MateMaTudeckux Bo3aencTeuil (IIMB):
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PeanuzoBath uaeHTH(DUKALNIO U ayTEeHTUPHUKAIHMIO CyOBEKTOB JOCTYIA PH BXOJE B
CPEJICTBO 3aIIUTHI OT MPOTPAMMHO MaTeMaTtuueckux Bozaeicteuii (IIMB) u nepen
BBINOJIHEHHEM UMM JIFOOBIX ONepanuii o YIpaBiIeHUIO (PYHKIMSIMU CPEICTBA 3aIlH-
Tb1 0T [IMB 1o mapostto (U1 ¢ uCroyib30BaHWEM WHOTO MEeXaHW3Ma ayTeHTU(uKa-
IIUH) YCIOBHO-IIOCTOSIHHOTO JEHCTBUS ATMHON HE MEHee IeCTH OyKBEHHO-
U(PPOBBIX CUMBOJIOB;

OcCymiecTBISITh KOHTPOJIb JTFOOBIX ACHCTBUI CyOBEKTOB JIOCTYIIA 11O YIPABICHUIO
bynkuusMu cpenctsa 3amuThl oT [IIMB TonbKO 1Mocie npoBeeHNs ero yCeHou
ayTeHTU(UKauY;

[IpexycMoTpeTh MeXaHU3MBI OJIOKUPOBAHMS JOCTYIA K cpecTBam 3amuTsl ot [IIMB
IIPY BBIIOJHEHNUN YCTAHABIMBAEMOI'0 YUCIIAa HEYJAYHBIX ITOIBITOK BBOJAA [1apOJIs;

Heobxoaumo mpoBoauTh HACHTH(UKANIO (HAIOB, KATaJIOTOB, IPOTrPAMMHBIX MO-
JlyJieil, BHEIIHUX YCTPOMCTB, HCIIOJIb3YEMBIX CPeACTB 3auiuThl oT [IMB;

III

B noxcucreme peructpanuu 1 ydera:

OcymiecTBISITh pETUCTPAIUIO BXOa (BBIX0/1a) CYyOBEKTa IOCTyIa B CHCTEMY (U3 CH-
CTEMBI), THOO PETUCTPAIUIO 3arPy3KU M HHULIUATIH3AIUH ONEPAIIMOHHON CUCTEMBI 1
ee MpOorpaMMHOI0 OCTaHOBA. Perucrpanus BoIX0a U3 CUCTEMbI UJIM OCTaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro otkiatouenus MCII/Ia. B napamerpax peru-
CTpaIy yKa3bIBAIOTCS JIaTa U BpeMsl BX0/ia (BBIX0a) CYObEKTa JOCTYIa B CUCTEMY
(W3 cucTeMbl) UK 3arpy3ku (OCTaHOBA) CUCTEMBI;

[IpoBOIUTH y4eT BCEX 3alIMINAEMbIX HOCUTENEH HH(DOPMAITUY C TIOMOIIBIO UX JH000H
MapKHUPOBKH ¥ C 3aHECEHUEM YUETHBIX JIaHHBIX B )KYpHaI (YUETHYIO KapTOUKY);
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[IpoBOIUTH perucTpaIuio BXo1a/BbIXo/1a CyObEKTOB JOCTYIA B CPEICTBO 3ALIUTHI OT
IIMB, peructpanuio 3arpy3ku 1 HHUIIMATIU3AIMN 3TOTO CPEJCTBA U €€ TPOTrPaMMHO-
ro ocTaHoBa. B mapaMeTrpax perucTpaiiu yKa3plBaeTcsl BpeMs U JjaTa BXOAa/BbIX0/1a
cyOBeKTa noctyna B cpenctBo 3amuThl oT [IMB wnm 3arpy3ku/ocranoBa 3Toro cpej-
CTBa, a TaK)Ke UJICHTU(PUKATOP CyObEKTa TOCTYNa, MHUIIMAPOBABIIETO JaHHBIC JACH-
CTBHS;

[IpoBoUTH perucTpanuio cCoOObITHI poBepku 1 oOHapyxeHus [IMB. B mapamerpax
pEerucTpaIiy yKa3blBalOTCs BpeMs U JlaTa MPOBEpKH Uik ooHapyxenus [IMB, unen-
TUUKATOP CyOBEKTA JOCTYIA, NHUIIMMPOBABIIETO JaHHbIE JEHCTBUS, XapaKTep BbI-
HOJHSEMBIX ASUCTBUH O MPOBEPKe, THIT 0OHAPYKEHHON BPETOHOCHOM MPOrpaMMbl

(BII), pe3ynbTat AeiicTBuil cpeicTBa 3auThl 10 O61okuposanuio [IMB;

[TpoBoaUTH perucTparuio COOBITHN IO BHEIPEHHIO B cpeACcTBO 3amuThl oT [IMB ma-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3plBaroTCs BpeMs U AaTta 0OHOB-
JICHUS, UJSHTU(PUKATOP CYOBEKTa TOCTyIa, MHUIIMMPOBABIIIETO JAHHOE JICHCTBUE
BEpCHsl U KOHTPOJIbHAS CyMMa TaKeTa OOHOBIICHUS;

[IpoBoUTH perucTparuio CoObITHIA 3amycKa/3aBepIieHus: paboThl MOYJIEH CpeCTBa
sammThl oT [IMB. B mapamerpax peructpanuu yka3plBarOTCs BpEMs U J1aTa 3aIyc-
Ka/3aBepIueHus paboThl, UACHTU(UKATOP MOAYIISA, HACHTH(PHUKATOP CYyObEKTa JOCTY-
na, MHUIIMMPOBABLIETO JaHHOE JICHCTBUE, Pe3y IbTaT 3alycKa/3aBeplieHus: paboThl;

JIOJKHA MPOBOAMTHCS PETUCTPaLUs COOBITUH yIIpaBiIeHHs CyOBEKTOM 10CTyINa
¢ynkuusmMu cpenctsa 3amuTsl oT [IMB. B mapamerpax perucrpanuu yka3plBaloTCs
BpeMs U JjaTa COOBITHS yIpaBlIeHUs Kaxa0u QyHKIeH, HISHTU(PUKATOP U CIICIIH-
dukanys GyHKINH, HASHTHPHUKATOP CyObEKTa JOCTYIa, MHUIIMUPOBABIIETO JAHHOE
JeiicTBUe, pe3yabTaT ACUCTBUS;

+ + +
+ + +
+ + +
+ + +
+ + +
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[IpoBOIUTH pErucTpaIuio COOBITHIA MOMBITOK JOCTYIIa IPOTPAMMHBIX CPEACTB K MO-
IyJsiM cpeacta 3amuThl OT [IMB unu crienmanbHbIM JToByIIKaM. B mapamerpax pe-
THCTPALlMU YKa3bIBAIOTCS BPEMs U JjaTa MOMBITKY AOCTYIA, HACHTU(DUKATOP MOIYJIS,
uaeHTU(UKaTOp U crienuduKaIys MOy s cpeacTra 3anuThl oT [IMB (crienmnanbHoi
JIOBYIIIKH ), PE3YJIbTAT MOIBITKHA TOCTYIIA;

[IpoBoauTH perucTpanuio COOBITUI OTKaTa It cpeacTBa 3aumThl ot [IMB. B mapa-
METpax perucTpanuy yKa3plBalOTCs BpeMs U JaTa COOBITHSI OTKaTa, crienuukarus
NEeNCTBUI OTKaTa, HIEHTU(PUKATOP CYyOBEKTa AOCTYIA, HMHUIIMHPOBABIIIETO TAHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

10

OObecneunTh 3aIUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOKEHUS WITUM MOAU(DUKALIUT
HapyLIUTENIEM;

11

Peanu3oBaTe MEXaHU3MbI COXpAaHEHUs JaHHBIX PETUCTPALIUU B CIIy4ae COKpALICHUS
OTBEJCHHBIX I10J] HUX PECYPCOB;

12

PeanuzoBaTh MEXaHU3MBbI IPOCMOTPA U aHANIM3a JaHHBIX PETHUCTPALIHN U UX (PHIIb-
TpaLuHy o 33JaHHOMY HabOpy apaMeTpos;

13

[IpoBoUTH aBTOMAaTHYECKUI HETPEPHIBHBII MOHUTOPUHT COOBITHI, KOTOPbIE MOTYT
SABJISATHCS TpuanHON peasm3anuu [IMB (coznanue, penakTupoBaHue, 3a1ch, KOMITH-
JSA1US 00BEKTOB, KOTOPBIE MOTYT coaepkarh BII).

14

Peanu3oBaTh MeXaHN3M aBTOMaTHUYECKOTO aHAJIN3a JAHHBIX PETUCTPALUH 10 11alI1o-
HaM TUNOBBIX nposiBieHuit [IMB ¢ aBToMatnueckuM ux OJIOKMPOBAHUEM U YBEIIOM-
JICHHEM aJIMUHHCTpaTopa 0€30MacHOCTH;

15

[IpoBOIUTH HECKOJIBKO BHIOB y4eTa (IyOJupYIOIINX) ¢ perucTpalyen Beigaun (pu-
eMa) HocuTenel nHpopManuu,
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OcCyIIecTBISATh PETUCTPAIINIO BXOa (BBIX0OAa) CYOBEKTOB IOCTYIA B CHCTEMY (M3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH M MHULIUATH3AINH ONEPAIIMOHHON CUCTEMBI.

17

OcCymiecTBISATh PETUCTPAIMIO BBIIaYH MTEYaTHBIX (Tpa@UUecKuX) JOKyMEHTOB Ha
«TBEpAYI0» KONHI0. B mapaMeTrpax perucTpaiuu yKa3plBarOTCs (JaTa U BpeMsi BbIJla-
4y (oOpalneHus K MOJACUCTEME BBIBOJIA), CIICITU(HUKAIINS YCTPOHCTBA BBIIAYM — JIOTH-
4ecKoe UMs (HOMep) BHEIITHETO yCTPONCTBA, KPAaTKOE Co/iepikaHre (HAaMMEHOBaHUE,
BUJI, (P, KOJT) ¥ YPOBEHb KOHPUACHIIMAIBHOCTH JOKYMEHTA, HICHTU(PUKATOP
CyObeKTa JI0CTyIa, 3alIPOCUBIIETO JIOKYMEHT;

18

OCyIIecTBISATh PETUCTPAIIHIO 3aITycKa (3aBEepIICHHs) TPOrpaMM U TIPOIECCcoB (3a1a-
HUH, 3a]1a4), TpeHA3HAUYCHHBIX 711 00pabOoTKH 3anuiiaemMbix (aiisioB. B mapamer-
pax perucTpaiuy yKa3bIBAIOTCS JaTa U BpeMs 3amycka, uMs (MIeHTU(UKATOP) TIPO-
rpaMmbl (TIporiecca, 3a1aHus ), HACHTU(PUKATOP CYObEeKTa JOCTYIa, 3alIPOCHBIIIETO
nporpammy (IIpoLecc, 3aJaHKe), pe3yNbTaT 3armycka (YCIelIHbIi, HeYCTIeIHbIN — He-
CaHKIIMOHMPOBAHHBIN),

19

OcCymIecTBIATh PErUCTPALMIO MOTMBITOK JOCTYIA MPOrPAMMHBIX CPEACTB (TIPOrpamMM,
MIPOIIECCOB, 3a/1a4, 3aJJaHNi) K 3aIuinaeMbM (aitiaMm. B mapamerpax peructpamuu
YKa3bIBAIOTCS JaTa U BpeMs MOMBITKH JIOCTYIA K 3aluinaeMomy (Gaiiny ¢ ykazaHuem
ee pe3ysbrara (ycrenrHas, HeyclenHas — HeCaHKIIMOHUPOBaHHas ), UACHTH(HUKATOD
cyOBeKTa 1ocTyma, crienuduKams 3anunaemMoro dainia;

20

OcCy1ecTBISITh PETUCTPALNIO MOIBITOK JOCTYIA MPOTPAMMHBIX CPEICTB K CIEAYIO-
MM JIOTIOJTHUTEIHHBIM 3alUIIAaeMbIM 00BEKTaM JIOCTYIA: TEPMHUHATAM, KOMITBIOTE-
pam, y3nam cetu UCIIJIH, nuHusM (kaHamaM) CBSI3U, BHEIITHUM yCTPOMCTBAM KOM-
NBIOTEPOB, TPOrpaMMaM, TOMaM, KaTajioram, daiinam, 3anucsm, moJisM 3anuceid. B
napaMeTpax perucTpaliy yKa3bIBalOTCS JaTa U BpeMs MOMBITKH JOCTYyMa K 3alHIla-
eMOMY OOBEKTY C yKa3aHUEM ee pe3ynbrara (yCHelrHas, HeyCrenrHas — HECaHKIO-
HUPOBaHHAs), HACHTH(PUKATOP CYOBEKTa JOCTYIA, CrIeIU(PUKAIINS 3aIHIIaeMOTO
00BbeKTa — JJOTUYECKOe UMs (HOMED);
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[TpoBoUTH y4eT Bcex 3allMIaeMbIX HOCUTEIeH HH(POpMALUU C TOMOIIBIO UX Map-
KHPOBKHU U C 3aHECEHHEM YUYETHBIX JaHHBIX B )KypHAJ (YUETHYIO KapTOUKY);

22

OcymiecTBISITH OUUCTKY (OOHYJICHHE, 00E3TNYMBAaHNE) OCBOOOXKIAeMBIX 00J1acTei
OTIEPAaTUBHOM MaMITH KOMITBIOTEPOB U BHEITHUX HAaKOMuUTeNe. O4ncTKa oOCyIiecTs-
JSIETCSI OTHOKPATHOW IPOM3BOJIBHOM 3aITUCHI0 B OCBOOOXKIaeMYI0 00J1acTh aMsATH,
paHee UCIOIb30BaHHYIO /Il XpaHEHUS 3alllMIIaeMBbIX TaHHBIX ((aiinos, nHpopMa-
uu);

1Y%

B noxacucreMe odecrieueHus ETOCTHOCTH:

O06ecneynTs IEOCTHOCTh TPOrPaMMHBIX cpeacTB 3anuThl B coctaBe C3I1/IH, a Tak-
K€ HEM3MEHHOCTh IIPOrpaMMHOMN cpenibl. [Ipr 3TOM 11eTOCTHOCTB CPEACTB 3alUTHI
MIPOBEPSIETCS TIPH 3arpy3Ke CUCTEMBI 110 HATHYHUIO UMEH (MICHTHU(PUKATOPOB) KOMIIO-
HeHT C3I1/1H, IeTOCTHOCTh MPOrpaMMHOI cpeJibl 00eCTIeYnBaeTCsi OTCYTCTBUEM B
UCIIdu cpencts pa3pabOTKH U OTIIAJKU IPOTPAMM;

OcymectBisath ¢pusznaeckyro oxpany UCIIIu (ycTpoiicTB u HOcuTenel nadopma-
1IUK), IpelycMaTpuBaroas KoHTpousb Jocryna B nomeenus MCIIJIH nocropoHHNX
JIUL, HAIMYXE HAJEKHBIX TPENATCTBAN JUIsl HECAHKIIMOHUPOBAHHOTO IIPOHUKHOBE-
Hus B momenienus UCIIIn u xpanuiuiie HocuTene nHhopMaIvu;

[TpoBonuTh nmepuoandeckoe TectupoBanue Gynakuit C3I1H npu u3meneHun mpo-
rpaMMHO# cpeabl ¥ nepconana MCITIH ¢ moMouipio TeCT-IporpaMm, UMUTHPYIOIIUX
nonsiTku HCJI;

JOJIKHBI OBITH B HAIMYMH cpencTBa BoccranoBieHus C3I1/1H, mpeaycMaTpuBaromniye
BEJICHUE JIBYX KOIHIA TPOTPAMMHBIX CPEJICTB 3aIIUTHI HHPOPMAIIUHU, HX TIEPHOANYE-
CKOe 0OHOBJIEHHUE U KOHTPOJIb pabOTOCTIOCOOHOCTH;

[IpoBoUTH MPOBEPKY LEIOCTHOCTU MOYNeH cpeacTsa 3amuThl oT [IMB, HeoOxo-
JUMBIX U1l €10 KOPPEKTHOrO (PyHKIIMOHUPOBAHUS, IIPU €r0 3arpy3Ke ¢ UCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;
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ObecneunTh BO3MOKHOCTH BOCCTAHOBJICHHS cpecTBa 3ammThl oT [IMB, npenycmar-
pHUBaroIas BEACHNUE JBYX KOIIUHI MPOrPaMMHOIO CPEICTB 3alIUThI, €T0 MIEPUOINYC-
CKOe 0OHOBIIEHHE U KOHTPOJIb pabOTOCTIOCOOHOCTH;

Peanu3oBaTh MeXaHU3MBI IPOBEPKH LIETOCTHOCTH MAKETOB OOHOBIICHHU CPEACTBa
3amuTsl OT [IMB ¢ ucnosb30BaHrEM KOHTPOJIBHBIX CYMM;

[IpoBonuThk pezepBHOE KonupoBanue [1/[H Ha oTuykIaeMble HOCUTENN HHPOPMAIINH;

B noacucreMe aHTUBUPYCHOM 3aILUTHI:

[IpoBoauTh, aBTOMAaTH4ECKYIO IPOBEpKY Ha Hanuuue BII nnu nocnencreuii [IMB
npu umnopte B UCII/IH Bcex mporpaMMHBIX MOAYJIEH (MMPUKIIAIHBIX POTPaMM), KO-
TOpBIE MOTYT coziepkaTh BII, mo ux TUIOBBIM 11a0JI0HAM U C TOMOIIIBIO IBPUCTHYE-
CKOT'0O aHalln3a;

PeanuzoBath MeXaHM3MbI aBTOMATHYECKOTO OJIOKUpOBaHUs 00HapykeHHBbIX BII my-
TEM UX yJaJeHHs U3 MPOrPaMMHBIX MOIYJIEH UM YHUUTOXKECHHUS;

PerynspHo BeImonHATH (IIpU epBoM 3arycke cpencts 3amuThl [1J{H ot IIMB u ¢
yYCTaHABJIMBAEMOM NEPUOINYHOCTBIO) IIPOBEPKA HA NpeAMET Hanuuus B HuX BII;

JomxHa nHunuupoBartbes aBromarnueckas nposepka MCII/Ix Ha npeamer Hanuuus
BII npu BeisiBnenun akra [IIMB;

Peanu3oBaTh MEXaHM3M OTKAaTa Ul YCTAHABIMBAEMOTI'O YNCIIA ONIEPALUN yIaTICHHUS
BII u3 onepatuBHOM WIK TOCTOSIHHOM ITAMSTH, U3 IIPOrPAMMHBIX MOAYJIEH U IIPH-
KJIAHBIX [IPOrpaMM UJIH IPOrPaMMHBIX CPEACTB, coaepkamux BIIL

Hononaurensno B UCIIJIH nomxeH npoBOUTHCS HEMPEPHIBHBIA aBTOMAaTUYECKUI
MOHUTOPHUHT WH()OPMAITMOHHOTO OOMEHa ¢ BHEITHEH CEThIO C 1ebI0 BhisiBIeHUS BII.
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VI

KonTpons orcyrcteus HB B 110 C3U

Jnist mporpaMMHOTro o0ecTieueH s, UCTIOIb3yeMOoro npu 3amure nadopmaruu B UC-
[111 (cpencts 3amuthl nHGopMaruu — C3, B TOM 4HClIe U BCTPOSHHBIX B 00IIIECH-
CTEMHOE U TMPUKIIaTHOE IporpammHoe obecriedenue — [10), nomkeH ObITh 00ecnieueH
COOTBETCTBYIOIINI YPOBEHb KOHTPOJISI OTCYTCTBUS B HeM H/IB (He nexmapupoBan-
HBIX BO3MOXKHOCTEH).

VI

Oo6napyxenue Bropxkennii B UCIT/IH

OO0HapyxeHre BTOPKEHHUI TOKHO 00eCTIeYnBaThCs IMyTEM HUCIIOJIb30BAHHS B COCTA-
Be MCII/IH nporpaMMHBIX WJIH MPOTPaMMHO-aIapaTHRIX CPEACTB (CHCTEM) 0OHa-
pyxenus Bropxkenuii (COB).

Heo6xoaumo 00s13aTeIbHOE UCITONB30BAHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
UCTIONB3YIONINE CUTHATYPHBIC METO/IbI aHAJIH3a

Heo6xoanmMo o6s3aTenbHOe UCIIOIB30BAaHUE CHCTEMBI OOHAPYKEHHSI CETEBBIX aTak,
MCIIOJIb3YIOLINE CUTHATYPHBIE METO/IbI aHAIN3A U METO/IbI BBISBJICHUS aHOMAJIUI

VIII

3amura UCIIIa ot IIDMUH

st o6paboTku nHbOpMauK Heo0X0 MO uctoyib3oBaTh CBT, ynoBneTBopsronie
TpeGoBaHuUsAM cTaHAapTOB Poccuiickoii denepariuu 1o 31eKTPOMarHUTHONW COBMe-
CTUMOCTH, TI0 0€30TTaCHOCTH ¥ A)PTOHOMHYECKUM TPeOOBaHUSIM K CPEICTBaM OTOO-
pakeHust ”H(GOpPMAIMH, TIO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBbIM K BHICOIHC-
mieitHpIM TepMuHaiiaM [19BM (manpumep, 'OCT 29216 91, TOCT P 50948-2001,
['OCT P 50949-2001, I'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX

Onenka cootBerctBus UCII/IH TpeGoBanusm 6e3onacHocTH [1]1H
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[IpoBectu 00s3aTenbHYIO0 cepTU(UKALNIO (ATTECTAUIO) 110 TpeOOBaHUAM Oe3omac- . .
HOCTH MH(pOpMaIuu;

JlexmapupoBaTh COOTBETCTBHE WK 00sI3aTEIBHYIO CEPTH(PUKAIHIO (ATTECTAINIO) TIO .
TpeOOBaHUIM O€30MaCHOCTH MHGOPMAITUH (TI0 PEIICHHUIO OTIEPaTopa);

[Mpumeuanue: [Ins UCIIn 4 knacca nepeueHb Meponpustuil mo 3ammre [1/[H onpenensercs B 3aBUCUMOCTH OT yiiepOa KOTOPbI MOXKET OBITH
HAHECEH B CJICACTBUH HECAaHKIIMOHMPOBAHHOTO WM HENIPpEAHAMEPEHHOro noctyna K [1/1H.
CornacoBaso:

ACIOIMIPOU3BOAUTCIIb
3aMecTuTeNb aupekropa no O]

bapanosa Onbra BnagumupoBHa
AunexkceeBa ['annna BanepbsiHoBHA

3aMecTuTensb qupektopa no O] EpmeeBa Mapuna AjnekcaHapoBHa
3aMEeCTUTENb AUpeKTopa no BP [lledpep Mapuna AHnaronbeBHA

3aMectuTensb qupekTopa no O] SAxoBneBa Mapuna CepreeBHa
OnbIMoTeKaph BacunbeBa Poza MuxaiinoBHa
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JIuct o3nakomuienus ¢ lloantukoit nHpopMannoHHON 0€30MACHOCTH

Ne OHUO JlosKkHOCTD Jara IMoanucek
n/n

1 | bapanosa Onbra BnagumupoBHa JEJI0TPOU3BOIUTEITb

2 | Anekceea ['anuna BanepbsiHoBHa 3aMecTuTeNb aupekropa no O]

3 | EpmeeBa Mapuna AnekcanapoBHa 3aMecTuTeNb aupexropa no O]

4 | ledep Mapuna AHaTOILEBHA 3aMECTUTENb AUpEKTOpa 1o BP

5 | SIxoBneBa Mapuna CepreeBHa 3aMecTUTelNb aupekropa no O]

6 | BacunbseBa Po3a MuxaitnoBHa OubIMoTEKAPhH

[Monmutuka napopManroHHoK 6e3omacHocT. Ctpanuia 32 u3 32
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